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1. Glossary	of	Acronyms	

ACET Average-Case Execution Time 

BCET Best-Case Execution Time 

BEEBS Bristol/Embecosm Embedded Energy Benchmark Suite 

BHM Branch History Message 

CNN Convolutional Neural Network 

CoM Computer-on-Module 

CPU Central Processing Unit 

DC Direct current 

DDR Double Data Rate 

DWARF Debugging With Attributed Record Formats 

ELF Executable and Linkable Format 

ETM Embedded Trace Macrocell 

FPGA Field Programmable Gate Array 

FPU Floating-Point Unit 

GPU Graphics Processing Unit 

IC Integrated Circuit 

IEEE Institute of Electrical and Electronics Engineers 

I/O Input/Output 

IoT Internet-of-Things 

IEEE-ISTO IEEE Industry Standards and Technology Organization 

MAC Multiply-and-Accumulate 

MCDS Multicore Debug Solution 

NF Non-Functional 

OS Operating System 

POSIX Portable Operating System Interface 

RTOS Real-time Operating System 

SoC System-on-a-Chip 

SPA Simple Power Analysis 

STA Static Timing Analysis 

SWaP Size, Weight and Power 

UAV Unmanned Aerial Vehicle 

UML Unified Modelling Language 

WCET Worst-Case Execution Time 

WCRT Worst-Case Response Time 
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2. Executive	Summary	

The TeamPlay project aims to develop new, formally-motivated, techniques that will allow 
execution time, energy usage, security, and other important non-functional properties of parallel 
software to be treated effectively, and as first- class citizens. We will build this into a toolbox for 
developing highly parallel software for low-energy systems, as required by the internet of things, 
cyber-physical systems etc. 

The TeamPlay approach will allow programs to reflect directly on their own time, energy 
consumption, security, etc., as well as enabling the developer to reason about both the functional 
and the non-functional properties of their software at the source code level. 

 

As a contribution to this aim, this deliverable “D5.1, Report on Early Requirements Analysis 
Results”, due at month 3 of the TeamPlay project, is an early gathering of requirements pertaining 
to tools, methodologies and hardware platforms in order to effectively map enhanced applications, 
making use of reasoning on  non-functional properties.  

This deliverable also provides an early set of metrics, to be used in quantitatively assessing the 
contracts established at design time, in order to be able to quantify in each use-case the gains 
introduced by the TeamPlay architecture. To this end, non-functional properties and metrics 
belonging to three domains are considered: power/energy, time, security.  

Finally, a first approach to benchmarking is also presented, which will be used to exercise the 
systems, and give sense to the previously defined metrics. 

 

The work presented in this deliverable is to be refined in subsequent ongoing work, whose results 
will be presented in future deliverables, especially in “D5.2, Report on project requirements and 
evaluation metrics” due at month 12. 
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1. Introduction	

The development of many modern systems encompasses the capture and mapping of non-
functional (NF) properties, such as time or power consumption, into the design. These are often 
expressed in the form of  “Task W shall execute in less than X milliseconds”, or “System Y shall 
operate for Z hours”. However, current system design tools and methodologies offer little or no 
support to reason about such properties and map them into the design, thus many times leading to 
systems which are not as efficient as they could be, or even not as correct as they could be wrt. the 
desired non-functional properties. Therefore, the development of tools, methodologies and 
platforms allowing system designers to reason about non-functional properties at a higher 
abstraction level is a key enabler for the design of more efficient and secure systems, while 
fulfilling all the functional requirements. 

The incipiency regarding tool and design methodology support is further aggravated by the lack 
of sound metrics. The latter could be used to assess the level of compliance of a given system to  
non-functional requirements, and to judge and compare the efficiency of such implementations. 
Therefore an important point to be addressed is also the development of such metrics. 

When metrics allowing the definition or characterization of a performance envelope in a specific 
domain are available, benchmarking can then be used to quantitatively measure the metrics and 
establish the performance level. Such benchmarks can also be used for validation, checking the 
conformance of system performance to a given  non-functional requirement. 

1.1 Scope	
The scope of this deliverable is to specify requirements, establish benchmarks addressing such 
requirements and define evaluation metrics, both quantitative and qualitative, against which the 
TeamPlay project results shall be measured. The content of this document will be refined as the 
project progresses, drawing from the experience obtained. 

1.2 Document	Organization	
The document is organized in the following manner: 

● Section 1 provides a brief introduction, including the document scope and organization; 

● Section 2 introduces non-functional properties, and how these affect system design, 
implementation and exploitation; 

● Section 3 briefly introduces the industrial use-cases; 

● Section 4 discusses what kind of support is needed, in the form of requirements, from tools 
down to hardware, in order to enable system designers to establish contracts on non-
functional properties, and also support their enforcement at run-time; 

● Section 5 details the metrics that are to be used in assessing in a quantitative manner the non-
functional properties of certain systems, paving the way to assess the quality of the TeamPlay 
tools, methods and platforms; 

● Section 6 provides a first, short iteration on benchmarking, which is to be used in use-cases 
and allowing the extraction of metrics for assessing the defined methods. 
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2. Non-functional	System	Properties	

Most embedded applications have constraints in many non-functional (NF) properties, in order to 
satisfy power usage and timeliness requirements. Depending on the application domain, some 
properties may have more importance than others. For example, a cyber-physical system for 
power plant control has stricter timeliness requirements than power requirements, whilst an 
advanced portable medical diagnosis device powered by a battery, the power constraints dominate 
over other  non-functional properties, such as performance. In this Section we describe some of 
the non-functional system properties that are of importance for future embedded systems, and that 
will be addressed by the TeamPlay project tools and methodologies. 

2.1 Power	
All systems make use of energy for operating and performing their intended function – what 
differentiates them is the way such energy is used in order to achieve results. A concept derived 
from energy is power, which defines the usage of energy over time. For a given amount of energy, 
a high-power system will use it in a shorter amount of time than a low-power one. Therefore, it 
can be inferred that a low-power device most likely will take longer to perform a given task than a 
high-power system, assuming both are equally efficient. 

Power consumption of systems is a pressing issue, brought to the spotlight with the introduction 
of daily battery-powered devices, such as cellular phones. The scarcity of power has led to heavy 
research and development efforts towards circuit and system efficiency, in order to enable low-
power operation and consequently higher duration of batteries. The latest driver for such efforts 
are connected embedded devices, such as the ones which form the Internet-of-Things (IoT). It is 
common to see new circuits for building IoT applications touting for their power efficiency. 

Even though it may seem counterintuitive, power consumption is also a constraint for devices and 
systems with highly available power sources, such as data centres connected to the power grid. In 
such cases, the absence of power saving schemes, e.g. CPU voltage scaling, may lead to higher 
electricity bills and the need to remove the heat generated by the components. Power optimization 
for data centre operations is also a hot research topic, encompassing not only low-power 
architectures, but also partitioning of computing load among heterogeneous architectures, 
possibly including Central Processing Units (CPUs), Graphical Processing Units (GPUs), 
Application-Specific Integrated Circuits (ASICs) and even special-purpose logic in devices  such 
as Field Programmable Gate Arrays (FPGAs). 

The concept of power can be used to gauge systems with respect to performance and efficiency as 
a sole metric, or part of other compound metrics. It can also be used as a key driver for system 
design, where the system designer limits the usage of power in order to guarantee the fulfilment 
of other  non-functional properties, such as operation time. Such usage, however, requires support 
from all development layers, from tools to hardware, including reliable power usage models. 

2.2 Security	
Security is another of the non-functional properties that has become central in system design with 
the growth of networked and distributed computer systems, being a strict requirement for any IoT 
device nowadays. What encompasses a “secure system”, however, is not easy to describe. 
Broadly speaking, a secure system can be thought of as a system that is resilient to unintended 
changes in its operation, which could lead to erroneous behaviour and/or disclosure of 
information. 



8	
	

Security concerns are greatly aggravated whenever the system is exposed to physical access from 
a possible attacker. A particular source of concern regarding exploitation of modern systems are 
side-channel attacks, where the attacker attempts to gain access to confidential information 
through externally observable channels not directly related to the flow of information, such as 
power consumption or time between certain actions. An example of such attacks is the possibility 
of inferring the cryptographic algorithm used by a system, or even recovering the secret key, just 
through observation of the power-usage patterns of a system, when performing encryption and 
decryption operations. 

The mitigation of such attacks can be performed in several always, always with the objective of 
dissimulating the encryption operations in the resource usage patterns, in order to make it more 
difficult for an attacker to exploit such channel. For example, having a (pseudo)random power 
usage distribution by using un-needed logic during the execution of cryptographic functions could 
make it more difficult to the attacker to infer the algorithm and/or secret key. 

2.3 Time	
The timeliness of certain systems is of utmost importance, for a correct output at the incorrect 
time may have catastrophic consequences. An example of such systems is the airbag protection 
system in cars, where late deployment can be even more harmful than no deployment at all. The 
class of systems where timeliness properties must be observed is commonly known as “real-time 
systems”. These are commonly found in devices where control actions are required, based on 
inputs either from other systems, or directly from the surrounding environment. 

The emergence of cyber-physical systems has raised many challenges regarding system design, 
where correctness of operation (dependability) has to be combined with security and timeliness, in 
order to provide a correct response (output) at a correct time, without suffering perturbations from 
external components. It is not uncommon to have systems whose timeliness non-functional 
requirements require responses in a bounded amount of time. 

It is commonly known that the execution of one and the same piece of software on the very same 
hardware architecture can exhibit varying execution times due to different input data and internal 
states of the hardware. For this reason, the notion of time in the context of computing systems is 
ambiguous. Typically, people are interested in the average-case performance of a system, i.e., the 
average execution time of a program when operating on typical input data. This notion of time is 
called the Average-Case Execution Time (ACET). For real-time systems, the consideration of 
average cases is inappropriate since it has to be guaranteed that also non-average executions of a 
program still terminate in time. Thus, the Worst-Case Execution Time (WCET), i.e. the maximal 
execution time that a program can ever exhibit, is of utmost importance here. Analogously, the 
Best-Case Execution Time (BCET) is defined to be the minimal execution time that a program can 
ever have. 

These notions of time (ACET, WCET and BCET) base on the fundamental assumption that a 
program executes on its hardware architecture without any interruption and that it is the only 
program executing on the system. This means that especially the WCET does not at all account 
for effects where, e.g., multiple tasks execute simultaneously on a processor. In such a realistic 
scenario, usually an operating system scheduler decides when to execute which task or when to 
preempt a currently running task in favour of some other task. This means that the time required 
to execute a task now also depends on idle times where a task is simply inactive. This notion of 
time is usually called the Worst-Case Response Time (WCRT), i.e., the end-to-end latency from 
the moment where a task wishes to start execution until it has finally computed all results and 
terminates. 
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The timeliness of a real-time system is finally specified by providing deadlines, i.e., bounds until 
which the execution of a task (i.e. its WCRT) must provably be finished. In cyber-physical 
systems, these deadlines are usually imposed by the external environment and not by the 
computer system itself. Such deadlines typically depend on external parameters like, e.g., rotation 
speeds of engines, periods for the repetitive execution of a task in order to guarantee control 
stability, required sensor sampling frequencies etc.  
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3. Use-Cases	

This section briefly introduces the envisaged industrial use-cases, thus providing context for the 
following section which detail requirements – for software, hardware and tools - and metrics to 
quantitatively and qualitatively assess the added value brought to these use-cases by techniques 
devised in the scope of the TeamPlay project. 

3.1 Unmanned	Aerial	Vehicle	
Sky Watch (SKYW) is responsible for use-cases relating to unmanned aerial vehicles (UAVs), 
also known as “drones”, which address the agriculture and maritime segments. 

● The	 agricultural	 sector	 will	 face	 enormous	 challenges	 in	 order	 to	 feed	 the	 9.6	 billion	
people	 that	 the	 Food	 and	Agriculture	Organization	 (FAO)	predicts	 are	 going	 to	 inhabit	
the	 planet	 by	 2050.	 One	 way	 to	 address	 these	 issues	 and	 increase	 the	 quality	 and	
quantity	 of	 agricultural	 production	 is	 using	 sensing	 technology	 to	 make	 farms	 more	
“intelligent”	 and	 more	 connected	 through	 the	 so-called	 “precision	 agriculture”	 also	
known	as	“smart	farming”. 

● In	the	maritime	segment,	drones	have	the	potential	to	revolutionize	maritime	business	
by	reducing	the	time,	cost,	and	danger	of	many	operations.	The	flying	time	of	drones	is	
one	 of	 the	 critical	 factors	 in	 this	 business.	 In	 this	 use	 case,	 the	 fixed-wing	 Sky-watch	
drones	will	act	as	a	coast	guard	for	searching	and	rescuing	people	in	open	water.	 

Both use cases are considered relevant to solve as computer vision aided tasks, in order to help 
camera operator and cut the amount of crew members necessary to control a UAV. However, 
computer vision is a computational heavy task and it is expected that the TeamPlay project will be 
able to make the implementation more efficient. 

3.2 Deep	Learning	
Irida Labs (IRIDA) is responsible for an industrial use-case that deals with deep learning 
techniques. 

Deep Learning use-case involves the use of a special kind of neural networks, that is 
Convolutional Neural Networks (CNNs), for carrying our various recognition tasks. CNNs are 
computationally demanding mathematical structures, involving convolution operations between 
large 3D matrices (tensors) or multiplication of matrices of large dimensions. Systems like that 
could find applications in Markets such as Mobile Devices, Automotive Industrial 
Inspection/Automation, IoT, space sector etc., for carrying-out tasks related to recognition of 
images, signals, etc.   

 

3.3 Camera	Pill	
The University of Southern Denmark (SDU) is responsible for a use-case based on a camera pill 
to be used for Wireless Video Capsule Endoscopy (WCE), enabling early diagnosis of 
gastrointestinal diseases including cancer, lesions and bleeding without performing invasive 
interventions with high risk. By virtue of the anatomic characteristics of patients and 
shortcomings of traditional inspection equipments such as optical colonoscopy, identifying 
abnormalities inside the gastrointestinal (GI) tract is a challenging task. To address these 
shortcomings, WCE (known as a “camera pill”), has been developed, which is a vitamin-pill 
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shaped enclosure containing at least one camera (CMOS image sensor) capable of capturing 
images of the interior of the GI tract with variable frame rate. However there are restrictions to the 
transmission power and on-board processing capacity. The finite energy budget requires careful 
energy management in order to maintain the life time and operation of a capsule inside the human 
body. At this time, SDU’s efforts are focused on the development of transmission hardware to 
reduce a capsule's power consumption. TeamPlay can provide an energy-efficient solution on the 
processing side, enabling advanced on-board image recognition capabilities, providing long-term 
operation even when operating with high-quality video input. 

3.4 Secure	Element	
Secure-IC provides an industrial use-case based on a Secure Element, a system which deals with 
the provision of the core security services that are required to build a security architecture for a 
wide variety of devices and applications. It uses its Securyzr solution, a very versatile system that 
can be adapted to different markets and needs, such as automotive, Internet-of-Things, banking 
and trusted computing, among others. 

For TeamPlay some use-cases on tuneable cryptography are setup on the Securyzr platform, 
where the correlation between performance, energy and security is of extreme importance. This 
platform fits quite well into the scope of the Teamplay project: 

● Heterogeneous	architecture,	with	hardware	accelerators 
● Having	parallel	operations 

3.5 Communications	in	Space	Applications	
Thales Alenia Space in Spain (TAS-E) provides a use-case comprising data processing on a 
flexible payload for geostationary telecommunication satellite. Such use-case fits in the scope of 
the project, since such system must fulfil many non-functional requirements, such as power 
consumption, security of the data and communications, and timeliness in the form of a real-time 
system with time constraints. 

Power consumption is also a major concern in spaceborne systems, for many times the 
availability – or scarcity – of power is the main governor of not only the duration of a mission due 
to degradation of power sources, but also the number of payloads which can be mounted and the 
quality of the services provided, e.g. high-fidelity vs. low-fidelity algorithms, data acquisition and 
processing rates. 

Finally, security is also a concern, in order to guarantee not only confidentiality of the payload 
data e.g. data communications or several types of images, but also authenticity of the  messages 
that are exchanged with the ground segment for health monitoring and command & control of the 
payload or even the satellite platform. 
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4. Tool,	Methodologies	and	Platform	Support	

The mapping of  non-functional properties into systems requires appropriate support across all 
development layers, ranging from high-level tools and methodologies down to hardware 
platforms. Such support helps ensure that the contracts that are expressed at the modelling level 
and design time are properly translated into run time constructs and constraints, and therefore 
retained during application execution. 

In the case of software systems, the tool chain comprising the modelling tool, compiler and 
associated eco-system must be capable of understanding the contracts that are expressed by the 
programmers and generate source- and machine-code that will enforce such contracts at run time. 
An example of such flow is depicted below, in Figure 4-1, following a “top-down” approach, 
ranging from high level of abstraction models down to hardware platforms. 

 
Figure	4-1	–Development	Flow	and	Tool	Support	Block	Diagram	

In this flow, where design time annotated models and source code can be used to create software, 
which in turn will follow at run time the contracts regarding  non-functional properties established 
through such annotations. Tools for analysis lie at the border between design time and run time, 
for they provide inputs to refine the design, but may require the same software representation 
which will be used on the hardware platform, i.e. machine code. 

This Section describes the requirements that are applicable to the design methodologies, tools and 
supporting hardware platforms, in order to effectively map the high-level contracts on  non-
functional properties into system components, thus ensuring their enforcement during run time. 
Such a mapping is to be performed by compilers enhanced with information regarding  non-
functional properties of the underlying platforms, and validated by specialized tools, e.g. Static 
Timing Analysis (STA) of code to assess correctness of operation regarding time properties. 

  



13	
	

4.1 System	Modelling	
Modelling provides a high-abstraction system design methodology, where requirements are 
expressed as components of a model, without taking into account (many) implementation details. 
Model-based engineering is used throughout many engineering disciplines, allowing to reduce 
human-made design errors, and allowing at the same time reasoning at a higher level of 
abstraction. Such a level of abstraction is compatible with the introduction of non-functional 
properties, such as power or time. An example of such modelling is the UML language, where a 
software system can be expressed with high-level constructs. 

4.2 Code	Generation,	Analysis	and	Profiling	
The basis of both software and hardware is the source code, an abstract representation of 
functionality in a specific language. The generation of such source code can be done 
automatically, based on models which describe the functionality with even higher abstraction, or 
through human input. TeamPlay is set to enhance this task, by allowing the developers to express 
not only explicit system functionality, e.g. input/output actions, but also to reason regarding  non-
functional properties, such as power, security and time. 

The step to be performed after creating the source code with the description of the required 
system is to compile the source code, which will transform it into a machine language (binary) 
representation, ready to be executed by the hardware platform. At this point, one can perform 
analysis and profiling tasks, such as Static Timing Analysis (STA) in order to extract timeliness 
metrics, such as WCET, and obtain resource usage profiles, e.g. memory consumption. These 
exploit specialized software analysis programs that take the binary representation of the software 
and then analyse it, computing the resource usage. 

The accuracy of such analysis tools can benefit greatly from modelling, especially of hardware 
components. For example, the behaviour of cache memories and busses in single- and multi-core 
systems is of great use in STA tools, where it can be used to infer the interference patterns that 
such system components impose on the execution of a piece of software, be it concurrent or not. 
With this information the end result is a more accurate estimation, which often equates to less 
pessimism. For example, the system designer will need to provide less resource margin because 
the amount of uncertainty in the timing estimate is lower. 

4.2.1 Tool	and	Methodology	Requirements	

The format of the binary file must be standardized, allowing its usage across different vendor 
tools. One of the most used binary formats is ELF1, which provides information on the 
organization of the binary file, e.g. sections, debugging information and other symbols, which will 
then be interpreted upon loading for execution. Such is the format to be used in TeamPlay, which 
will enable the use of partner tools in the development of novel techniques. 

Regarding source code and programming languages, the one considered for code generation is 
ANSI-C. The usage of this programming language is widespread, being already supported by the 
partner tools, whose function shall be enriched in the course of the project, to take into account 
the novel techniques developed. C++ will be indirectly supported using a source-to-source 
translation front-end based on standard open-source compiler tools that generates ANSI-C code 
from C++ code.  

Besides pure source code, additional meta-information characterizing the software to be 
compiled, analysed and optimized has to be provided. On the one hand, this meta-information 

                                                        
1	Executable	and	Linkable	Format	
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needs to describe properties of the code that, in general, cannot be derived automatically, like, 
e.g., maximal iteration counts of loops or targets of computed branches. On the other hand, 
requirements in terms of the non-functional system properties described in Section 2 will have to 
be specified such as, e.g., available and maximum energy budgets, deadlines of tasks, their 
periods, information about the underlying scheduling algorithm etc. The code base that is finally 
subject to compilation and optimization furthermore has to be complete and self-contained, 
because no meaningful statements about a program’s energy consumption or timeliness can be 
made if parts of the code base are not provided. The C++ translation front-end must be capable of 
mapping meta-information provided in terms of C++ constructs into meta-information describing 
the generated ANSI-C code. 

Each of the tools used during the development of embedded systems has its own set of 
requirements. The requirements that must be fulfilled when using the timing analysis tools from 
AbsInt are detailed in Annex A. 

4.2.2 Use-Case	Requirements	

The following Sections detail the requirements posed by each use-case, regarding the target 
operating systems, needs for application development and tools, such as programming languages, 
compilers and Static Timing Analysis (STA) tools, among others. 

4.2.2.1 Unmanned	Aerial	Vehicle	

For the use-cases using UAV, the requirement is to use a Linux-based operating system, 
preferably compatible with the hardware platform to be used and providing native support for the 
heterogeneous computing resources available. Regarding code generation, the preferred method is 
to use C++ source code, via the source-to-source translation front-end, following the 2011 
standard or newer. 

4.2.2.2 Deep	Learning	

The use-cases pertaining to deep learning require a Linux-based operating system, conforming to 
the POSIX standards. Regarding code generation, the preferred method is to use C++ source code, 
via the source-to-source translation front-end, with C being an alternative. Furthermore, support 
for concurrent programming and execution must be available, under the form the POSIX threads 
(pthreads). 

4.2.2.3 Camera	Pill	

The use-case pertaining to the Camera Pill shall make use of a dedicated RTOS, which shall be 
defined, together with the programming language. However, the usage of an OS supporting tasks 
with timeliness requirements makes time analysis and profiling to be expected. 

4.2.2.4 Secure	Element	

The use-case pertaining to a Secure Element shall be a bare metal application, which means it 
does not require OS support. The programming language to be used in the development of the 
bare metal application is C. 

4.2.2.5 Communications	in	Space	Applications	

The use-case pertaining to Communications in Space Applications shall make use of an RTOS, 
namely RTEMS. Programming is to be performed in the C language, although C++ is also 
supported. 
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Analysis and profiling are the crux of system development, given the importance that time has. 
WCET analysis is to be performed in developed tasks, to serve as input to scheduling in the 
RTOS. 

 

4.3 Hardware	Platforms	
The lowest abstraction layer is hardware, offering the physical support for executing the 
applications. The hardware platforms to be used by the TeamPlay use-cases are diverse, thus 
enriching the outcomes of the project, by providing results in a diversity of scenarios and 
hardware architectures. Such platforms range from state-of-the-art general-purpose processors 
(CPUs) to application-specific, such as GPUs, encompassing also programmable logic devices 
such as Field Programmable Gate Arrays (FPGAs). 

This richness of hardware which brings added value to the project, may be a double-edged blade: 
it enables efficient implementations, but may be an issue for tool and technique development, due 
to the need for tool and methodology support, which sometimes may not be possible due to lack 
of visibility into the hardware mechanisms and operation. The following sections detail the 
hardware platforms to be used by the use-cases, starting with a set of requirements and concerns 
regarding tools and methodologies both at software design and analysis levels. 

4.3.1 Tool	and	Methodology	Requirements	

As previously discussed, analysis and profiling tools benefit greatly from knowledge of the 
underlying hardware platform. Such is the case for STA, where knowledge of hardware 
architecture timing models can be used to calculate realistic and reliable upper bounds for 
function execution time, also known as Worst Case Execution Time (WCET). Although state-of-
the-art tools make use of such timing models, they do not support all possible architectures nor 
configurations, for the amount of combinations together with the effort to implement them makes 
it impractical. Therefore, the chosen hardware platform either has to be supported by the tools, or 
support has to be added, if feasible —which sometimes may not be the case, due to lack of details 
pertaining to specific hardware implementations. 

With hardware support, analysis tools can also benefit from real measurements taken during 
execution, to perform measurement-based analysis. In order to perform this, a trace is required in 
a standardized format, in order to be input and understood by the analysis tool. Such analysis is 
then correlated with the previously described binary file, in order to provide estimates with a 
higher degree of accuracy2.  

The inclusion of non-functional property concerns in all the development flow also affects 
analysis tools. For example, a power-aware model of the hardware supporting software execution 
has to be provided in order to take into account the power property. Devising such models is not a 
trivial task, for they are representing hardware intricacies, which may not be easy to isolate. Such 
complexity is further aggravated by different operating modes, including the usage of device-
specific power saving functions. Therefore, the level of detail of such model to be developed will 
be the reflection of the trade-off between model accuracy and hardware characterization effort. 

                                                        
2 The requirements which must be fulfilled by the binary applications pertaining to exploitation of 
timing analysis tools from AbsInt are detailed in Annex A. 
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4.3.2 Use-Case	Requirements	

The following Sections present the requirements for hardware platforms that ensure the correct 
execution of the use-case applications, and in some cases the chosen platform, which is 
representative of the class of applications in the use-case. 

 

4.3.2.1 Unmanned	Aerial	Vehicle	

For the UAV use-case, there is the need to process images, which can be a heavy computational 
task. Therefore, a high throughput multicore CPU is required, in order to cope with the demand 
for processing power. Nevertheless, care should be taken in order to not compromise Size, Weight 
and Power (SWaP). 

In this context, Sky-Watch intends to use a Toradex Apalis TK1 Computer-on-Module (CoM) 
hardware platform, which provides an ARM Cortex-A15 CPU, 2 GBytes of DDR3 RAM memory 
and 16 GB of non-volatile storage. The chosen hardware platform also provides an NVIDIA 
Kepler GPU with 192 CUDA cores. The availability of a GPU device can be exploited in order to 
optimize the image processing tasks, offloading the CPU and allowing a more efficient 
processing. An image of the Apalis TK1 CoM is shown in Figure 4-2. 

 
Figure	4-2:	Toradex	Apalis	TK1	Computer-on-a-Module	

	

	

4.3.2.2 Deep	Learning	

Depending on the application, the type and capacity of the required processing resources can vary 
significantly. For example, the Deep Learning use-case involves the use of Convolutional Neural 
Networks (CNNs) for carrying our various image recognition tasks. CNNs are mathematical 
structures whose implementation is computationally demanding, involving convolution operations 
between large tensors or multiplication of matrices of large dimensions.  

To this end, use-cases relying on a deep-learning system, require a relatively strong computing 
system. In the scope of TeamPlay, Irida Labs tend to choose an ARM-based heterogeneous multi-
core platform such as the ARM Cortex-A15, ARM Cortex-A53, or ARM Cortex-A72. Making 
use of one of such platforms could lead to the implementation of a deep-learning system able to 
operate in real-time. Such a system could support applications in markets as diverse as Mobile 
Devices, Automotive and Industrial Inspection/Automation. It has to be noted that availability of 
a vector operation co-processor such as the NEON coprocessor plays a very important role in this 
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kind of applications and it is a necessity, given the computational complexity of implementing 
CNNs.   

Although the previously defined ARM-based platforms provide the required resources for an 
effective implementation of CNNs, they are not an option for all the possible applications. For 
example, in markets such as IoT or Wearables, such platforms are not an option mainly due to 
factors having to do with power consumption and thermal conformity. For this kind of markets, 
special CNNs of a more suitable form factor need to be developed. In this category of applications 
and for the purposes of TeamPlay, Irida Labs tend to choose ARM-based platforms such as ARM 
Cortex-M4 or ARM Cortex-M7. Support of special DSP commands are also desirable for these 
platforms. 

The Space domain is also seen as a market that shows a dynamic potential, and therefore is also 
considered within the scope of activities. The dominant computing platform for spaceborne data 
processing applications at payload level is the general-purpose Cobham Gaisler LEON3 
processor, based on a SPARC V8 architecture, and so it is also an option of interest for Irida labs. 

Besides general-purpose processors (CPUs) and specialized co-processors, the availability of a 
GPU is always a plus, given its suitability to execution of algorithms with the same nature as the 
CNN ones. The existence of a GPU decisively eases the implementation and execution of deep-
learning algorithms, extending the available options for a heterogeneous programming scheme3. 

 

4.3.2.3 Camera	Pill	

The SDU Camera Pill is being designed with the aim of providing advanced on-board image 
recognition capabilities, enabling long-term operation even when operating with high-quality 
video input. Due to severe restrictions on power usage and physical size, only a limited number of 
integrated circuits (ICs) can be used, such as low-end ARM-based CPUs / low-end FPGAs.  

In the scope of this use-case, there is also an interest in experimenting with convolutional neural 
networks that run on an FPGA, programmed using an approach similar to fpgaConvNet4. 
Furthermore, the concept of running low-fidelity, ultra-low-power algorithms on an ARM core 
and dynamically using the FPGA for high-precision processing in order to optimize the system 
efficiency can potentially be investigated in the context of the TeamPlay project. 

Specifically, the camera pill prototype is currently expected to be a heterogeneous system 
comprising an ARM-based CPU core and an FPGA device. The ARM core is expected to be a 
Cortex-M0 or Cortex-M4 and run a dedicated RTOS. 

	 	

                                                        
3 Note that the same would be true in the presence of hardware accelerators specifically designed for neural 
networks. 
4	http://cas.ee.ic.ac.uk/people/sv1310/fpgaConvNet.html	
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4.3.2.4 Secure	Element	

The use-case provided by Secure-IC is composed by a secure element based on their product 
Securyzr. The use-case will be implemented on an FPGA board with an open-source 
microcontroller, dubbed PULPino5. The secure element architecture, depicted below in  Figure 4-
3, comprises tunable cryptographic algorithms, together with an RISC V CPU, connected through 
an internal bus. Its access shall be protected through a secure mailbox to filter data exchanges 
with the external CPU. 

 
Figure	4-3:	Securyzr	Architecture	Block	Diagram	

The main requirement for the secure element use-case is that for each instruction (used in the 
code) its execution time is constant. 

In addition to a program executed in constant number of instruction, this requirement is a 
sufficient  condition to guarantee that the sensitive source code is executed in constant time w.r.t. 
the manipulated data and therefore protected. 

Indeed, data is protected from spying by isolation techniques (e.g., MMU, TEE, etc/). However, 
information leakage can occur by the analysis of the shared resources: they reveal which address 
of data is accessed and/or which branch is executed in a conditional code. Therefore, it is 
important security-wise to have the memory accesses and the control-flow be independent of 
(sensitive) data.  

In order to illustrate the previous paragraph, let us assume an AES implementation executed in a 
fix number of instructions. The SubByte operation of this AES is implemented by T-Tables. The 
access of this table may not be in constant time due to the cache. As the access of this Table is key 
dependent this leads to a security vulnerability and thus exploited by cache timing attacks. For 
example, if the table is accessed twice (or multiple times) consecutively at the same address, the 
subsequent accesses are faster, due to caching of the read value (the cache will feature hits). On 
the contrary, if the accesses to the table are random and do not collide, none access will be cached 
hence no speedup due to the cache (there are only cache misses). 
                                                        
5	https://www.pulp-platform.org/	
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Hence, the choice of a RISC V-based architecture stems from the fact it is predictable in terms of 
timing (to predict the time of an instruction) and therefore it is easier for Secure-IC to study the 
timing model of this architecture. Regarding the implementation, the PULPino is an open source 
microcontroller based on RISC-V instruction set architecture. A block diagram depicting it is 
shown below, in Figure 4-4. 

 
Figure	4-4:	PULPino	Architecture	Block	Diagram	(source:	PULP	Platform)	

Secure-IC will welcome inputs on energy consumption models, and will apply it to the Securyzr 
"embedded secure element" solution. 

If the model is found to have too much adherence with the artifacts it has been characterized on, 
Secure-IC will contribute a way to subsume it into a more usable (in terms of portability) -- this 
work would be a relevant contribution regarding the "Securyzr" use-case. The Virtualyzr tool of 
Secure-IC can be leveraged for the purpose of evaluating energy of software running on top of 
hardware. 

 

4.3.2.5 Communications	in	Space	Applications	

The most widely used processing architecture in the Space domain is the LEON family of 
processors, an implementation of the SPARC V8 instruction set. Such processors are available 
either as a hardware description to be mapped onto radiation-hardened FPGAs, or directly as 
radiation-hardened ASICs. The Cobham Gaisler GR712RC is an embodiment of the latter, 
providing a dual-core LEON3 processor, with a plethora of interfaces, both for local and 
networked I/O. A block diagram depicting its architecture and I/O interfaces is shown below, in 
Figure 4-5. 
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Figure	4-5:	GR712RC	Processor	Block	Diagram	

The GR712RC contains simple mechanisms for power management, including clock gating for 
peripherals and unused processor cores, including the floating-point units (FPUs). Regarding 
timeliness, the GR712RC has the hardware mechanisms for supporting the efficient execution of 
real-time operating systems (RTOSes), namely timer units which can be used as the OS scheduler 
and dispatcher tick signal. A development board is available, where the GR712RC is mounted 
together with drivers for I/O interfaces and facilities for debugging applications. Furthermore, the 
board provides also facilities for measuring power used by the GR712RC, both at core and I/O 
level. 

 

4.4 Summary	
The following table summarizes the requirements presented by each case, for the several system 
layers, ranging from modelling down to hardware platform. 

Use-case Source 
Code 

Operating 
System 

Processing 
Architecture 

Processing Elements 

UAV C++ GPOS – Linux CPU + GPU ARM Cortex-A15 + Nvidia Kepler 
Deep Learning C++/C GPOS – Linux CPU + Coprocessor ARM Cortex-Ax + NEON 

ARM Cortex-Mx+DSP commands 
Cobham Gaisler LEON3 

Camera Pill C RTOS CPU + FPGA ARM Cortex-M series 
Secure Element C None – Bare  Metal CPU + FPGA PULPino 

 
Space 
Applications 

C RTOS – RTEMS CPU Cobham Gaisler LEON3 
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5. Definition	of	Metrics	

Giving sense or quantity to a quality is mandatory in order to be able to define and evaluate such 
quality. In the context of the TeamPlay project, the qualities –  non-functional properties such as 
power, security and time – shall be defined and evaluated through novel metrics, allowing to have 
more control over the mapping of  non-functional properties into systems, and at the same time to 
be able to evaluate their application to systems. 

Metrics can be classified in two broad categories: coarse grained, where the properties being 
described are generic, e.g. total system power consumption; fine-grained, where the metric 
relates to a detailed property, e.g. power consumption per processed image. The availability of 
coarse and fine-grained metrics depends on the system, whether it can provide support for the 
evaluation of such metrics. 

The following Sections define and detail a preliminary set of metrics that could be used in the 
development of the TeamPlay project techniques. Such metrics are expected to be further refined 
as the project progresses, with feedback from use-case design and implementation. 

5.1 Power	&	energy	
Power is a property which traditionally has been made available to system designer, but with a 
very coarse grain. Some systems natively have the support for power measurement and 
management, be it at processing element level, or at board level, with dedicated circuits.  

Present energy performance metrics thus are strongly linked to the hardware architecture of the 
processors, paying little or no attention to the software running on them. This has led to 
parameters such as “instructions per Joule” or “FLOPS per Watt”. TeamPlay intends to include, 
but also go beyond, these coarse grained metrics. For that purpose, specific metrics will be studied 
to reflect the impact of software efficiency or software architecture on the overall performance of 
a system. These metrics should take into account not only the averaged energy consumption but 
also its temporal distribution and homogeneity. In the same way, metrics could take into account 
both consumed and dissipated energy. 

 

5.1.1 Coarse	Grained	Metrics	

5.1.1.1 Energy	Consumption	

Joules express the amount of energy required to complete a task. This metric is relevant for tasks 
with a defined beginning and end, but not so for tasks that execute continuously; for this, we need 
to measure power. 

The basic unit of power is the Watt, which is one Joule per second. It expresses the consistent 
effort supporting an activity. Power multiplied by time is the energy required, so consuming little 
power for a long time, or a lot of power briefly both require the same energy. 

In Direct Current (DC) electronics, power is the product of the voltage and the current. Current is 
used both to charge and discharge parasitic capacitances in the design, and current leaks from the 
power to the ground rail. 
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5.1.1.2 Average	Power	over	Time	Frame	

The power consumed by a system over a time frame can be used to obtain average power 
consumption, which can then be used to characterize different functional modes of the system. For 
example, in UAV applications for detecting lifeboats, it can be used to express the average power 
consumption over a 90 second window, and then be used to assess the effectiveness of the 
TeamPlay techniques on that use-case. 

5.1.1.3 Peak	Power	

Contrary to averaged metrics, the metric of peak power conveys information regarding 
instantaneous power usage, and specifically instantaneous maximum power usage. Such metric is 
important in order to limit the maximum amount of instantaneous power usage, thus lessening the 
burden on the system’s power supplies and easing the development of a system’s power 
distribution network. 

5.1.1.4 Energy	Budgets	

This can be thought of in two different ways. First, it can be the total energy budget that can be 
provided by an energy source to a system. This is a constraint to the system that the application 
developer must meet. The second one can be thought as the total amount of energy that a task 
needs to complete its execution. The second one is particularly useful in the case that we want to 
optimize an existing application since the initial required budget can serve as a baseline for 
measuring the energy savings achieved by the applied optimizations. 

 

5.1.2 Fine-Grained	Metrics	

Specific energy metrics are able to discriminate the power usage with a finer grain. 

5.1.2.1 Power	per	MAC	Operation	

In Convolutional Neural-Networks (CNN) the most intensive part, in terms of processing power, 
is usually the convolutional operations. A characteristic metric of the convolution operations is 
the number of Multiply-Accumulate (MAC) operations that the convolution requires.  Thus, a 
metric of Power per MAC Operation is proposed, which shall help to measure the energy 
optimization of a CNN. 

5.1.2.2 Power	per	GeMM	

CNNs consist of multiple convolutional layers, where each layer may depend from other layers’ 
data. As already mentioned, the most intensive layers are the convolutional layers and they can 
directly be correlated with MAC operations. However different algorithms may use different 
number of MAC operations for the same convolution; e.g. trying to minimize MAC operations. 
Also, due to memory transfers and cache interference, power and speed may be different than the 
expected values based on MAC operations. 

Under this point of view, we usually focus on specific implementations based on well-defined 
Generalized Matrix Multiplication algorithms (GeMM). In order to achieve convolution via 
GeMM, data replication and rearrangement must occur first using an algorithm called “im2col”. 
The im2col and GeMM generally seem to have a non-linear impact on power and speed, 
depending on the locality and the arithmetic of the data that they operate on. Thus, a metric of 
Power per GeMM is proposed, for the specific im2col and GeMM procedures. 
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5.1.2.3 Power	per	Bit-length	

Many times the result of algorithms can be more or less precise, depending on the used data type. 
Such is the case for single- and double-precision floating-point arithmetic, or 32-/16-/8-bit integer 
data types. The impact of such decisions can be seen directly in memory requirements for data 
storage, and also on hardware requirements for efficient operation support, such as FPUs or wider 
arithmetic operators. 

The typical approach is to use floating point operations for the highest accuracy. However, such 
operations require operands of 4 bytes each and specialized hardware (FPU) for the floating-point 
precision operations, which usually is not available in embedded devices, typically constrained in 
terms of hardware resources and power. Changing the Bit-length of the operations and the 
representation format of the operands, depending on the hardware support and capabilities, can 
lead to significant gains in the memory, power and speed domains, with low impact on accuracy 
which may be acceptable for specific problems and use-cases. 

Thus, a metric of Power per Bit-length is proposed, which correlates the bit-length of the 
operations with power and speed. This can help programmers to analyse the impact in power 
usage as the arithmetic and bit-length of the operations changes, in different parts of their 
software e.g. in the different layers of the CNNs, or in image processing using different data types 
for operations. 

5.1.2.4 Power	per	Thread	

Correct threading setup is quite important for CNNs implementations, depending on the problems 
that CNNs are used to solve. When, i.e., the target is to have the best single-input inference speed, 
threads should be used to speed up all the layers of the CNNs, typically yielding a large number 
of thread-dependencies - as CNN layers are sharing dependent data between them - which incur a 
power cost. But if the target is to have the best inference speed per image, in multi-input 
scenarios, then threads can be setup with very low dependencies (e.g. a thread run one whole 
CNN for one image, without dependencies from other threads) usually outperforming in contrary 
to the single-input case. 

Thus, depending on the problem and the hardware architecture, a metric that may help to optimize 
the threading architecture of the CNN would be a Power per Thread metric, which could help to 
optimize the threading-approach by the programmers. This metric should take into consideration 
energy related not only to the thread’s processing code, but mostly energy related with the thread 
itself, like energy required for creation, setup, sleep and wake-up time, broadcasting delays, 
atomic/mutex load/stores, synchronization with other threads etc. 

5.1.2.5 Power	per	Image	Frame	

Many of the use-cases make use of image processing, be it for detection of boats or medical 
diagnosis. All these require the acquisition of images, which are captured in frames. Image 
processing algorithms usually work on a frame-by-frame basis, be it feature detection or 
compression. Thus, a Power per Frame metric is proposed to evaluate such algorithms. 



24	
	

5.2	Time	

5.2.1	Total	Operating	Time	

This is a key success criteria in all applications. Therefore, it must be verified that a given 
application performs its task in the required time even after applying power optimizations. For 
this purpose, real-time metrics such as WCETs and WCRTs will be evaluated and compared with 
timing constraints like, e.g., deadlines. Furthermore, ACETs will be considered as a metric in 
order to evaluate typical executions times of a system. 

5.2.2	Time	variability	

In terms of security, the main protection of a system is the timing. It is important that the 
execution code to be protected is in constant time. In other words, the reduction of timing 
variance, i.e., of the possible jitter between a program’s BCET and WCET, will be considered as 
evaluation metric. 

For instance, in an embedded system, an attacker can catch the system and tries to perform 
reverse engineering by Cache timing attacks. For these, non-constant execution times of memory 
accesses are needed to exploit side-channel attacks based on cache hit/miss timings. Thus, 
constant execution time is an effective mitigation for cache-attacks (leakage in hit/miss, Spectre, 
Meltdown, etc.). Note that constant execution time has an important impact on the performance 
and on the energy consumption.		

	

5.3	Security	
Measuring or guaranteeing the security level of a computing system is important because it makes 
it possible to reason explicitly about security, thus directly contributing to trustability, which is 
one key goal of the EU for computing systems. It also allows customers, be they individuals or 
businesses, to know which level of security they can expect from the programs they buy and use, 
thus making it possible to have a coherent and sound security strategy, corresponding to their 
needs and constraints. 

Measuring security, unlike measuring other more common non-functional properties like time or 
energy, is still very much in its infancy. For example, time is often measured in seconds (or 
divisions thereof), but security has no widely agreed metric. It is thus one goal of this project, and 
a goal of INRIA in this project, to design (obviously novel) security metrics, and have them 
implemented throughout the development chain.  

Measuring security by only one metric seems impossible. More precisely, if security could be 
defined overall by only one metric, the latter would be a compound metric, i.e. an aggregation of 
several more specialized metrics.  Indeed, security encompasses many aspects of interest. 

Of course, these multiple metrics still have to be defined at the time being. For example, 
providing the security level of a cryptographic module, that is the amount of effort to break it or 
find a key, is of tremendous value. It makes it possible to reason about it and make trade-offs in 
the system. Should we take more time and energy to generate a key or encrypted message of high 
security level, or should we go for something cheaper but a bit less secure? Defining the level of 
security of a cryptographic module, although still to be precisely defined, is an easily 
understandable example. But this approach can be generalized to other, less obvious parts of the 
system. 
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A security metric could be designed that quantifies the vulnerability of a piece of software to 
malware attacks.  Although defining such a metric in an absolute way, that is in a way that would 
apply even to unknown malware, currently seems close to impossible, defining such a metric with 
respect to existing malware looks more doable. 

Other security metrics could be designed that measure the vulnerability of a communication 
subsystem to interception, jamming, or forging. Obviously, here, aspects of the physical will have 
a much stronger impact. The same would be true for a metric defining the tendency of a part of a 
computing system to leak information that could then be used directly, or as a mean to produce a 
side-channel attack. Such a metric could be a compound one, since information can leak from 
various sources, such as timing and power consumption.  
In addition, the fact that the system is physically accessible or not matters. If the equipment is 
accessible by the attacker, it can directly make the measurements. Otherwise, the attacker has to 
remotely access the equipment, and rely on a system that provides the information about power 
consumption (system example: SYSMON from Xilinx FPGAs) 

As a consequence, the list of potential security metrics is: 

● global security (compound) 
● security level (strength) of a cryptographic module/algorithm 
● security level of a system with respect to known malwares 
● security level of a part of a system with respect to malware X 
● security level of communications with respect to jamming 
● security level of communication with respect to interception 
● security level of communication with respect to interception 
● amount of information leaked through timing 
● amount of information leaked through power 
 

 

5.4	Other	performance	metrics	
 

5.4.1	Accuracy	of	Results	

Reducing precision of computation can save energy; for example, you can use 16-bit values to 
perform a computation rather than 32-bit values. Several applications can afford this loss of 
precision in favour of extending battery life. For example, in an audio system, good quality audio 
is 24 bits; 32 bits is considered better by some expert listeners, even though the difference is 
imperceptibly small; 16 bits is audibly different, but it may be acceptable for a system to switch to 
16 bits if that extends battery life.  

Note that this metric is related to the power per Bit-length proposed above. 

5.4.2	Accuracy	of	Measurements	

The accuracy of energy consumption or execution time measurements is critical for the creation 
of resource models, the evaluation of the created resource models and the estimation of energy 
budgets. As described earlier energy budgets are essential for the evaluation of the effectiveness 
of an optimization that can affect the energy consumption of a system. The requirement is a low 
measurement error to allow for consistency across different measurements of the same task. 
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5.4.3	Accuracy	of	Predictions	

Energy consumption and execution time estimations are generally less accurate than physical 
hardware measurements, unless very complete and very accurate models are available . Using 
such estimations to perform tasks such as energy budgeting of an application, selecting one option 
over others, execution scheduling, distribution of execution to various execution units or 
evaluating the effect of an optimization, requires accurate predictions. Accurate predictions 
typically exhibit two characteristics: low estimation error compared to hardware measurements 
and a consistent error between repeated estimations of the same execution scenario. Where the 
former is not achievable, predictions should at least be accurate in a relative sense, i.e. if 
computation A costs more than computation B in terms of measurements, then the prediction 
should assign a higher cost to A than to B.  

5.4.4	Degree	of	Autonomous	Operation	

The degree of autonomous operation can be measured as the percentage of operating time where 
no operator access is required, e.g., the percentage of time where a command & control link is 
required in UAV applications or space applications. 

5.4.5	Amount	of	Data	Transmitted	

The amount of data that needs to be transmitted is a relevant metric. The amount of data can be 
reduced by performing more on-board computation, e.g., compressing data or making 
autonomous decisions that completely avoid the need to transmit data. Since data transmission 
requires power, significantly reducing the amount of data transmitted can have a significant 
impact on the overall power consumption of the system.  

 

5.5	Tools	Effectiveness	
Another set of metrics that can be useful in the context of the project are metrics which are not 
targeting the designed system itself, but on the contrary the tools used to build the system. These 
metrics will also help us evaluate the effectiveness of the TeamPlay project. The metrics in this 
category could include the following. 

● Development time: measuring the reduction of development time needed by a human, 
comparing conventional approaches used before the project and methods used after the 
project (ie with the tools provided within the project). However this metric could requires 
important time to set up, since it implies working with a sample population of developers. 

● Number of energy hot spots found by the new techniques 
● Number of information leaks (via power or time) found  
● Optimization time: Since it can be expected that the multi-criteria optimizations developed 

in TeamPlay will be computationally demanding, their feasibility will be evaluated with 
respect to the time required to execute them on server-based hardware during design time. 

 

  



27	
	

 

6. Benchmarks	

Benchmarking serves the purpose of evaluating a system against a given set of metrics. In the 
context of the TeamPlay project, the purpose of benchmarking is to evaluate the techniques 
defined in the scope of the project regarding  non-functional properties, and how the application 
use-cases benefit from them.  
In this section, we propose a first overview of the benchmark suites we could use in the context of 
the TeamPlay project. 

6.1 BEEBS	
The open source Bristol/Embecosm Embedded Energy Benchmark Suite (BEEBS) [BEEBSa] 
was created as part of a UBRIS research project, namely, the MAchine Guided Energy Efficient 
Compilation (MAGEEC) project [MAGEECa]. Energy consumption is a critical factor for 
embedded systems. Embedded applications have to meet strict energy consumption budgets 
beyond their performance requirements. In fact, in most cases, energy consumption is the main 
constraint for an embedded application, since embedded devices typically run on limited and 
unreliable energy sources. Most of the open source embedded benchmarks suites target the 
evaluation of either performance or Worst-Case Execution Time (WCET). BEEBS is the only 
open source embedded benchmark suite that is specially designed for exploring both the relative 
energy consumption and performance of embedded systems. Therefore, BEEBS supports a wide 
range of embedded systems and algorithms, including a version of the  ARM Cortex-M0 
architecture; one of the architectures under investigation in the TeamPlay project. 

The current version of BEEBS, [BEEBSb], includes 82 benchmarks. The majority of these 
benchmarks are retrieved from the following open source benchmark suites: 

● MiBench 
● DSPstone 
● WCET 
● Livermore Fortran Kernels 
● Dhrystone 
● MediaBench 

The selected benchmarks cover a range of typical embedded application areas including but not 
restricted to: 

Category Description 
Automotive This category demonstrates the mathematical ability of the processor. 
Consumer Embedded processors are frequently used in consumer applications, performing tasks 

such as audio and video decoding. 
Network Processors in routers frequently perform the operations in this category. This 

involves handling packets and routing graphs. 
Telecomm Applications that include radio frequency analysis and encoding. 
Security Encryption algorithms, hashing and signing applications are placed in this category. 
Table 1. Categories used to indicate the application area of the benchmarks (table copied from 
[BEEBSc]). 

Two main criteria were used for the selection of the benchmarks. The first one is their portability 
across different embedded architectures. Thus, factors such as I/O and peripherals are excluded in 
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favour of portability. The second one is their ability as a collection of benchmarks to expose the  
energy consumption behaviour of a platform while exercising the main four orthogonal operations 
of an embedded processor: 

1. Integer operations: Operations which use the integer ALU will have similar energy 
consumptions. 

2. Floating point operations: These operations may use different pipelines or functional units to 
the integer operations, so may consume a different amount of energy. 

3. Memory access intensity: An access to memory is known to take a significantly different 
amount of energy to other operations. 

4. Branching frequency: Branching frequently will stress parts of the processor, such as an 
instruction prefetch phase. This is similar to memory access intensity, but as the code and data are 
often held in different areas and types of memory this should be considered separately. 

BEEBS comes along with a software infrastructure that allows the compilation of the benchmarks 
for all the supported platforms using the GCC compiler. Furthermore, the MAGEEC energy 
measurement framework is integrated into the BEEBS benchmark suite. The framework consists 
of the  MAGEEC board [MAGEECb] and the pyenergy [Pyenergy] firmware and host-side 
software. The framework enables accurate physical measurements for both the energy 
consumption and execution time of applications executed on the BEEBS supported platforms. 
These measurements are critical for both the modelling and the evaluation tasks in this project. 

6.2 TACLeBench	
TACLeBench [TACLeBench] is a benchmark collection to support timing analysis research. It 
has been collected as part of the European COST Action IC1202 Timing Analysis on Code-Level 
(TACLe) [TACLe]. TACLeBench is the standard benchmarking suite for WCET analysis, WCET 
oriented compiler and computer architecture research. 

TACLeBench is a collection of currently 53 benchmark programs These benchmarks are provided 
as ISO C99 source codes. The source codes are 100% self-contained; no dependencies to system-
specific header files or operating systems exist. All input data is part of the C source code. 
Potentially used functions from math libraries are also provided in the form of C source code. 
This makes the TACLeBench collection useful for general embedded/barebone systems where no 
standard library is available. Furthermore, almost all benchmarks are processor-independent and 
can be compiled and evaluated for any kind of target processor. The only exception is PapaBench 
that uses architecture-dependent I/O addresses and currently supports Atmel AVR processors 
only. 

TACLeBench supersedes the Mälardalen WCET benchmarks [Mälardalen] which were the first 
collection of programs especially intended for benchmarking WCET analysis tools. 

6.3	Industrial	cryptographic	algorithms	
As industrial benchmarks, Secure-IC proposes with the Securyzr board some tunable 
cryptographic algorithms use-cases. The Securyzr will allow testing of symmetric cryptographic 
algorithms, asymmetric algorithms, hash functions, all with and without protection against 
attacks. Then to evaluate, the consumption of energy and performance compared to the security 
applied to the algorithm. The tests can be done on some 100% hardware cryptography algorithms 
and on some mixed software and hardware algorithms. For instance, these algorithms can be RC4, 
AES, SM4 for symmetric cryptography, RSA, ECC for asymmetric and SHA2 / SHA3 / 
whirlpool for hash functions. 
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6.4	SPEC	
Standard Performance Evaluation Corporation (SPEC) [SPEC] is a well known benchmark suite 
in academic paper. It has a large collection of benchmarks from Web Servers to CPUs. 

It is important to note that it is not free. This benchmark is positively oriented to bench standard 
application running on personal computer or server. 

CPU benchmark can be interesting for the TeamPlay project, as it is used to compare compute-
intensive workloads on different computer systems with 43 benchmarks. 

6.5	Openbenchmarking.org	
OpenBenchmarking.org [OBO] is a centralized testing ecosystem. OpenBenchmarking.org 
provides a collaborative, open test platform with a standardized test profile and suite management 
system for distributing and standardizing benchmarks [openbenchmarking.org/features].  

Although focused on traditional performance metrics, many of the benchmarks available may be 
highly relevant for the TeamPlay project, in particular the OpenCV benchmark suite which 
captures performance characteristics that are highly relevant to the drone use case. 

6.6	EEMBC	
EEMBC [EEMBC] is an industry alliance that develops and commercially licences benchmarks to 
help understanding the performance and energy characteristics of the embedded systems. EEMBC 
has benchmark suites targeting a large number application areas, some of which can be of interest 
in the context of the TeamPlay project, e.g: 

● IoT connectivity benchmarks to test and analyze microcontroller and the BLE protocols 
(IoTMark-BLE) 

● IoT security benchmarks to analyze performance and energy requirements of various cipher 
suites (SecureMark) 

● Energy efficiency benchmarks for ultra-low power microcontrollers (ULPMark-Core and 
ULPMark-Peripheral) 

● Benchmark suites relevant for testing processor performance, multicore throughput, and 
system designs (MultiBench, CoreMark-Pro, FPMark) 

● EEMBC CoreMark for measuring processor core performance and eliminating Dhrystone 
MIPS 

6.7	Industrial	tests	and	benchmarks	for	Deep	Learning	
In deep learning, benchmarking is usually carried out using custom, in-house metrics, on a 
standard set of CNN models within a range of sizes and computing complexities.  This set 
contains CNN models which have been broadly adopted and used by the Deep Learning scientific 
and technical community as typical performance benchmarks. IRIDA will use TeamPlay tools for 
the benchmark for a number of those standard CNN models. Benchmarks [DLbench] are based on 
metrics related to the accuracy of inference, and inference speed, memory footprint etc. The tests 
will be carried out on development boards featuring processors addressed within TeamPlay which 
boards which will be identified later in the project.  
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Annex	A 	
AbsInt	Timing	Analysis	Tool	Requirements	
This annex presents the set of requirements to be fulfilled by applications in order to make 
analysis by AbsInt’s Timing Analysis Tools possible. 

1. Binary Executable 
a. Requirement: The binary executable of the software under analysis shall be 

provided. 
b. Rationale: The timing analysis tools of AbsInt work on the binary level. Without 

binary, no analysis is possible. 
2. Binary Executable Format 

a. Requirement: The binary executable shall be in ELF format. 
b. Rationale: ELF binaries are widely used and already supported by AbsInt's tool 

chain. 
3. Debug Information 

a. Requirement: The binary executable shall contain debug information in DWARF 
format. 

b. Rationale: The availability of DWARF debug information greatly improves the 
ability to annotate program points and call targets. Without debug information, all 
annotations need to use addresses instead of symbolic expressions. 

4. Annotation Support 
a. Requirement: The timing analysis tool shall provide means to annotate missing 

information, e.g. call targets. 
b. Rationale: Not all call targets can be resolved automatically. If a call target 

cannot be resolved, there should me a mechanism to provide the call targets to the 
analysis tool. 

5. Call Targets 
a. Requirement: Missing call targets shall be provided to the timing analysis tool. 
b. Rationale: The analysis engineer needs to provide missing call targets to the 

analysis tool in order to perform a complete analysis of the software. 
6. Loop Bounds 

a. Requirement: Missing loop bounds shall be provided to the timing analysis tool. 
b. Rationale: Not all loop bounds can be derived automatically. The analysis 

engineer needs to provide missing loop bounds to the analysis tool in order to 
perform a complete analysis of the software. 

7. Recursion Bounds 
a. Requirement: Missing recursion bounds shall be provided to the timing analysis 

tool. 
b. Rationale: If the software contains recursions, then the analysis engineer needs to 

provide recursion bounds to the tool in order to perform a complete analysis of 
the software. 
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8. Additional Annotations 
a. Requirement: Additional annotations shall be provided to the timing analysis 

tool. 
b. Rationale: Annotations can be used to improve the precision of the analysis tool, 

e.g. by providing additional information to exclude paths from the analysis. The 
analysis engineer needs to provide these additional annotations. Example: A 
system operates in different modes. The analysis may not be able to detect this 
fact, leading to over-approximation of paths. Then, the analysis engineer can set 
up different analyses for each of the modes and supply additional information 
(e.g. the value of memory cells) to the analysis in order to improve the analysis 
results. Another important class of annotations is the type of a memory area, i.e. 
whether it is readable, writeable or volatile. 

9. Architecture Configuration A 
a. Requirement: The architecture shall be used in a configuration that is supported 

by the timing analysis tool. 
b. Rationale: In order to enable the computation of safe upper bounds on the 

execution time, the architecture needs to be used with a configuration that is 
supported by the analysis tool. Example: An architecture can be configured using 
either a write-through or a write-back cache. The analysis tool supports only 
write-through caches. Then, the architecture should be used with this 
configuration in order to obtain sound results. 

10. Architecture Configuration B 
a. Requirement: The used architecture configuration shall be provided to the timing 

analysis tool. 
b. Rationale: The correct architecture configuration should be selected in the tool in 

order to enable the computation of safe time bounds. For some architectures, the 
analysis engineer needs to provide this information (e.g. cache and memory 
settings). Example: The architecture can be configured using disjoint instruction 
and data caches or using a unified cache. The analysis tool supports both. Then, 
the analysis engineer needs to select the right configuration in order to obtain 
sound results. 

11. Trace Data 
a. Requirement: Trace data shall be provided if a measurement-based analysis shall 

be performed. 
b. Rationale: For a measurement-based analysis, the timing analysis needs some 

measurements as input. Without input of measured timing data, no analysis takes 
place, as the tool performs its analysis on traces but does not generate them. 

12. Trace Data Format 
a. Requirement: The trace data provided needs to be compatible to either (a) Nexus 

program trace messages (IEEE-ISTO 5001, class 2 or higher), (b) cycle-accurate 
ARM ETM messages or (c) TriCore MCDS format. 

b. Rationale: The measurement data needs to be provided in a format that is 
compatible to the used timing analysis tool. Support for other trace formats can 
be added in the course of the project if needed, provided that they contain at least 
the information that a BHM trace contains. 
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13. Binary/Trace Consistency 

a. Requirement: The trace data shall match the given executable. 
b. Rationale: Both the binary and the trace data are needed for a hybrid analysis. 

 
14. Entry/Exit Points 

a. Requirement: The entry points for the analyzed software shall be provided. 
b. Rationale: The timing analysis needs to know from where to where the code to be 

analyzed is located. 
 

 


