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Executive Summary

Deliverable D4.1 “First Report on Architecture-Level Energy Usage, Timing and
Security Modeling”, due at month 9 of the TeamPlay project, reflects on the work
carried out under task T4.1 “Energy Usage, Time and Security Modeling (Pre-
dictable Architectures)”. Thus, we report on the investigation of the feasibility and
the means of creating energy usage, timing and security models for the range of
the predictable architectures considered in this project. More specifically, we in-
troduce the first version of an energy-usage and timing model for the Cortex-M0
processor. For the more complex LEON3 processor, we are reporting on the dif-
ferent approaches investigated towards creating an energy-usage model and future
exploitation plans. First steps towards a security model is also presented, including
elements based on an initial investigation on how energy usage and time behavior
impacts security, through information leakage.

Some initial investigation has been done in potential approaches for further
modeling of more complex architectural features and architectures than the ones
examined in this deliverable. Research questions and possible exploitation paths
are also outlined. These will be further explored into subsequent ongoing work,
whose results will be presented in future deliverables, especially in D4.4 “Final
Report on Architecture-Level Energy Usage, Timing and Security Modeling and
on Prototype” due at month 24.
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Chapter 1

Introduction

This deliverable presents all the activities performed for WP4 under task T4.1 “En-
ergy Usage, Time and Security Modeling (Predictable Architectures)” up until the
end of M9 of TeamPlay. The aim of T4.1 is to research the best approaches for
creating execution time, energy consumption and security models for the range of
predictable architectures selected in the project.

Modeling of energy, execution time and security differ significantly in terms
of maturity, with techniques for execution time modeling dating back to the mid
1980s, first approaches to energy modeling being published in the mid 1990s and
security modeling being the most recent focus of research.

In the following chapters we therefore cover modeling techniques investigated
in TeamPlay to date, starting with the most mature discipline, execution time mod-
eling in Chapter 2, followed by energy modeling in Chapter 3. In both these chap-
ters we present a review of the literature and our initial modelling efforts targeting
the ARM Cortex-M0 and the LEON3 processors. Our initial research on security
modeling is reported in Chapter 4. This chapter is necessarily less mature than the
previous two, as security modeling is still a very young discipline. Nevertheless,
we have investigated suitable and promising security modeling techniques from the
literature and provide an outlook for future work. We also expect that, once the tim-
ing and energy models have been fully established and validated, they will provide
foundations for identifying matching security modeling techniques that are most
likely to be of benefit to the TeamPlay use-cases. Finally, in Chapter 5 we study
aspects of the deep-learning use case in order to identify use-case-specific mod-
eling requirements that will help us direct the modeling research towards higher
levels of abstraction and to drive our investigation into understanding the impact
of data on execution time and energy consumption as well as data-induced security
vulnerabilities.

Each of the following chapters has an introductory section that states the objec-
tives set and achieved for the reported period, a background section that covers the
state of the art of the relevant modeling techniques to the resource under consid-
eration, a technical section which describes any research and modeling activities
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performed, and a conclusion section that sets the future directions for each one of
the four investigated areas.
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Chapter 2

Execution Time Modeling in
TeamPlay

2.1 Introduction

This chapter describes the research activities devoted to the modeling of execution
time that have been conducted in the first nine months of the TeamPlay project.

Objectives

In the context of deliverable D4.1 of the TeamPlay project, timing analysis and
execution time modeling has to fulfill the following objectives:

• Select suitable predictable architectures for the TeamPlay project.

• Study and measure the timing behaviour of these architectures, and produce
corresponding novel timing models.

• Use these models to develop tools that will yield accurate code-level timing
analyses, e.g., as input for the WCET-aware compiler in WP3.

Summary

Section 2.2 explains the background of timing analysis and timing modeling, and
introduces the major challenges. Section 2.3 presents the architectures that have
been selected for the TeamPlay project. Section 2.4 presents a hierarchy of timing
models: the microarchitectural level, the control-flow level, and the system level.
In particular, it presents the work carried out towards microarchitectural timing
models for the ARM Cortex-M0 and the LEON3. Finally, Section 2.5 summa-
rizes the work done concerning execution time modeling in TeamPlay and gives
directions for future work.
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2.2 Background

Timing analysis is the inspection of a piece of software to obtain information about
the amount of time spent for the execution of this piece of software. Timing analy-
sis is not profiling. Profiling (e.g., with perf [Wik]) computes how often a func-
tion is called, and how much time is spent inside this function in relation to other
functions in the program (e.g., 10 %). Timing analysis, on the other hand, computes
absolute bounds for the execution time (e.g., 10 ns).

Timing analysis is thus a crucial part of the development process of safety-
critical embedded systems. Depending on type and purpose of the analysis, one
obtains different kinds of timing data. The timing-augmented V-model [FHJ+10]
differentiates three phases where timing analysis can be applied: (a) timing design,
(b) timing debugging, and (c) timing verification (see Figure 2.1).

Figure 2.1: Timing-augmented V-model (taken from [FHJ+10])

During the timing design phase, the hardware platform is selected on which
the software should run. Moreover, the mapping of software parts onto the ex-
ecution platform (deployment) and the synthesis and configuration of schedules
is done here. The analysis performed in this first phase is also called early stage
timing analysis. Typically, it provides rough estimates. The results are used e.g. to
compare the suitability of different execution platforms, different deployment map-
pings, or different schedules. Often, the analysis is based on rough approximations,
because crucial information for a fine-grained analysis is not yet available.

After the execution platform has been selected and first prototypes have been
implemented, the timing debugging phase starts. Main goals in this phase are per-
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formance optimization (Where are the hotspots of the software? Which parts take
long times to execute?) and performance debugging (Why does this part of the soft-
ware take this long to execute?). Both static analysis tools as well as measurements
can be used to answer these questions.

The last phase in the timing-augmented V-model is the timing verification
phase. Here, the validation of the model’s timing constraints happens. This is
done by computing upper bounds for the worst-case execution times (WCETs) and
worst-case response times (WCRTs) for all tasks of the system and comparing the
results with the requirements specified in the model.

Another dimension in which timing analyses differ (besides the aforemen-
tioned development phases) is the scope of the analysis. Here, one distinguishes
code-level timing analysis from system-level timing analysis. Code-level timing
analysis computes an estimate or an upper bound for the WCET of a task, i.e. the
execution time of uninterrupted code snippets. In contrast, system-level timing
analysis incorporates task switch costs and communication overhead to compute
the WCRT of a task. Usually, the system-level analysis uses the computed WCETs
as input.

The inputs needed to perform a timing analysis depend on the type of the anal-
ysis and the development phase in which the analysis is performed.

• In the timing design phase, most implementation details are not yet fixed.
Rough estimates and budgets are thus used for system-level timing analysis.

• In the timing debugging phase, as soon as first prototypes have been imple-
mented, fully linked executable binaries are used as input for performance
and WCET analysis. The user has to specify where the tasks reside in
memory (entry/exit points). In case of a measurement-based/hybrid anal-
ysis, measured timing data is needed as well. Moreover, deployment infor-
mation (runnable-to-task mappings, task-to-core mappings, communication
methods, communication dependencies) as well as timing specifications of
external inputs and of internal task activations are used for WCRT analysis.

• In the timing verification phase, the implementation details have been fixed.
The basic input is the same as in the timing debugging phase. Additional
details about the system’s timing behavior (i.e., loop bounds, maximal exe-
cution times of busy waiting loops, recursion bounds, etc) and control flow
structure (i.e., targets of computed calls and branches, values of function
pointers, etc) are needed if they cannot be derived automatically by the tim-
ing analysis tool.

Depending on the type of the timing analysis that has been applied, one obtains
different timing information. Possible results are upper bounds for WCET and
WCRT, best-case or average-case execution times, and execution time profiles (dis-
tribution curves).
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2.2.1 The WCET Problem

For safety-critical hard real-time systems, it is not only crucial that the software
computes the correct result, but also that this happens in a timely manner. Ex-
amples for such software are the flight control systems of modern aircraft, the
crankshaft-synchronized tasks of an automotive motor control system, or control
software of medical devices. Safety standards, like ISO-26262 [fS11] for the auto-
motive industry or DO-178C [Rad11] for the avionics industry, require to identify
potential functional and non-functional hazards and to demonstrate that the soft-
ware does not violate the relevant safety goals, including the timing constraints.
One must therefore determine the worst-case execution time of critical parts of
the software to get an embedded system certified. In the context of TeamPlay, the
WCET problem applies to the medical pill use case and the satellite use case.

The execution time of a program depends on three things: The input data of
the program, the state of the CPU on which the program is executed, and interfer-
ence from the outside (e.g. due to preemption or other cores in a multicore system
accessing a shared resource). The example in Figure 2.2 depicts the execution time
of a load on a simple architecture without caches or interferences. There, the best-
case and the worst-case take the same amount of time. In contrast to this, Figure 2.3
depicts a complex architecture with caches. Here, the best-case access time and the
worst-case access time differ in several orders of magnitude.

Figure 2.2: Execution time of a memory access on a simple platform without
caches. All accesses take the same amount of time.

It is thus not sufficient to just measure the execution time of a task once from
start to end, as this measurement might underestimate the true WCET (see Fig-
ure 2.4).

Since determining the exact WCET is undecidable in general, WCET anal-
ysis tools compute estimates or safe upper bounds instead. [WEE+08] gives an
overview of the different techniques for WCET analysis, with a focus on singlecore
architectures. [Weg17] gives an update for multicores. [NYP18] is another recent
survey on timing analysis methodology. There exist basically three mechanisms
for timing analysis:

• First, there are static analysis techniques that compute safe upper bounds
with the help of a mathematical model of the execution platform. The pre-
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Figure 2.3: Execution time of a memory access on a complex platform with caches,
memory hierarchies and shared interconnects. There are often several orders of
magnitude between the best-case and worst-case access time.

Figure 2.4: Exemplary execution time distribution of a task.

cision of the results mostly depends on the predictability of the used hard-
and software architecture, see Section 2.2.2, but also on the availability and
quality of the documentation concerning the execution time. If a feature is
not described at all, or not well enough, the analysis model must incorporate
the worst possible outcome to ensure soundness.

• Second, there are measurement-based/hybrid techniques that obtain execu-
tion times from measurements on the real hardware. However, their sound-
ness depends on whether it is possible to measure all possible executions of
a program, which is usually infeasible due to the huge state space.

• Finally, there are probabilistic measurement-based techniques, which gener-
ate a statistical model of the execution time distribution from measurements.
Extreme value theory (EVT) is used to derive statements on the probability
of execution times greater than those observed during measurements. How-
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ever, EVT usually demands that the timing is independent and identically
distributed, which is not the case for commercial off-the-shelf processor ar-
chitectures. Thus, its applicability is limited.

2.2.2 Timing Predictability

There are two criteria for the quality of timing analysis results. First, there is
soundness. Soundness means that the execution time of every run of a program
is less or equal than the computed estimate, i.e. that the computed result is an
upper bound for all possible execution times of the program under test. The second
criterion is tightness. Tightness means that the difference between the computed
result and the real WCET is as small as possible, i.e., the overestimation should
be low. Soundness is a binary criterion, i.e., a WCET analysis is either sound in a
given context, or it is not. Tightness, however, can have many different nuances,
ranging from very loose bounds that are almost useless to very tight bounds that
are almost exact.

Tightness of timing analysis results mostly depends on the predictability of the
used hard- and software architecture [CFG+10, AEF+14]. Many features of mod-
ern microprocessors enhancing the (average) performance make the prediction of
the timing behavior a challenging process. In a simple scalar processor without
pipeline, for example, each execution of a multiplication instruction will always
take the same time, regardless of the rest of the program. For a superscalar proces-
sor with a deep and complex pipeline, this is not the case. Instead, the execution
time of the multiplication will depend on whether other multiplication instructions
have already been scheduled to the execution units, whether there is a register de-
pendency or not, and so on. Thus, the execution time of instructions depends on
the history of instructions that have been executed before.

Other features that influence the timing behavior include caches, out-of-order
execution, static/dynamic branch prediction, branch target buffers, speculative ex-
ecution, and many more. These features make it not only hard to statically analyze
the timing behavior but also increase the effort needed to reach certain confidence
levels when measurement-based methods are employed, because of the huge state
space that must be covered with measurements. Moreover, it is usually impossible
to trigger all possible hardware states during testing.

The presence of timing anomalies [LS99, RWT+06] forces static approaches
to handle all possible state transitions instead of only those with a locally worst
effect on the timing behavior. Intuitively, a timing anomaly is a situation where the
local worst-case does not contribute to the global worst-case. For instance, a cache
miss—the local worst-case—may result in a globally shorter execution time than a
cache hit because of hardware scheduling effects (see Figure 2.5).

A particularly vicious timing anomaly are the so-called domino effects [LS99,
Ber06]. Here, given a loop and two different starting states, the executions never
converge into the same hardware state and the execution time difference increases
in each iteration.
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Figure 2.5: Timing anomaly due to scheduling effects (taken from [CFG+10]).
When A hits the cache, the overall execution time is longer than in case of a cache
miss.

Processor architectures can be categorized according to the presence of tim-
ing anomalies [WGR+09,HRW15]. Fully compositional architectures, such as the
ARM7, contain no timing anomalies; individual components, e.g., basic blocks,
can be considered separately and their worst-case information can be combined.
Compositional architectures only contain bounded timing effects, i.e., additional
delays (e.g., due to an access to a shared resource or due to a preemption or in-
terrupt) can be bounded by a constant and added to the local worst-case figures
(e.g. TriCore 1797). Non-compositional architectures contain domino effects, i.e.,
unbounded anomalies (e.g. PowerPC 755).

2.2.3 The Challenge: Multicore Systems

In the context of TeamPlay, the major challenge for WCET analysis are multicore
systems and the interferences due to shared resources. Consider for example the
NXP P4080 [Fre08] (Figure 2.6), which is an eight-core CPU where the main
memory is accessed via a shared interconnect.

Depending on whether the shared memory or interconnect is accessed by only
one core or by multiple cores simultaneously, the execution time of one access
increases. Table 2.1 shows observed memory access latencies on the NXP P4080
for an increasing number of cores (taken from [NPB+14]). In the worst case (eight
concurrent cores), a write may take 1007 cycles to finish, which is more than 25x
longer than the observed best case.

Consequently, one cannot analyze the different tasks in isolation, but must take
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Figure 2.6: Memory subsystem of the P4080.

Latency Cores
[cycles] 1 2 3 4 5 6 7 8
Read 41 75 171 269 296 439 460 604
Write 39 164 245 463 517 737 784 1007

Table 2.1: Observed memory access latencies on Freescale P4080 for increasing
number of concurrent cores (taken from [NPB+14]).

the interference of simultaneously running tasks into account. Consider for ex-
ample two tasks, which both access shared memory. On a single core system,
these tasks will run sequentially and they do not access shared resources simulta-
neously. Thus, the memory accesses of the two tasks do not interfere with each
other (Figure 2.7). On a multicore system, however, these tasks can run in par-
allel and accesses to shared resources might happen simultaneously. Thus, some
memory accesses collide and the execution time of each task increases due the in-
terference delays caused by resource conflicts (Figure 2.8). This is also true for the
dual-core LEON3 used in the satellite use case.

Figure 2.7: Memory accesses of two tasks running sequentially.
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Figure 2.8: Memory accesses of two tasks running in parallel. Note the interference
delay due to simultaneous accesses to the shared memory (cf. Figure 2.7).

2.2.4 Interference Analysis for Multicore Systems

Any sound WCET analysis targeting multicore systems must take the interference
delays into account that are caused by resource conflicts. Ignoring these delays
might result in underestimation of the real WCET. Assuming full interferences at
all times, however, is also not a solution, but might result in huge overestimation.
Therefore, the interferences, and consequently, the resource conflicts, have to be
analysed in order to get precise results. There are basically two possibilities for
such an analysis:

• One can perform a joint analysis of all tasks and cores of the system. This
way, the scheduling of the tasks and their allocation to the cores is known
to the microarchitectural analysis. While this type of analysis may produce
the most precise results, it is often disregarded due to high computational
complexity, rendering this approach infeasible.

• One can first perform separate WCET analyses for each task on each core,
ignoring all interferences from the outside. Later, in a second step, the costs
due to the interferences are analysed and incorporated into the results from
the former analyses. This is the same scheme that is already applied on single
core systems to derive the worst-case response time which incorporates com-
munication delays and task switch/preemption costs into the WCET bound.
Albeit being computationally easier, this approach needs to take extra care
for the many non-timing-compositional features of modern processor archi-
tectures.

Note that performing extra steps for the interference is usually not necessary for
hybrid (measurement-based) timing analysis, because the effects of other running
cores are directly visible in the measurements.
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2.2.5 WCRA Analysis

The influence of one task on the other co-running tasks is bounded by the number
of accesses to shared resources the given task performs. Hence, an analysis that
gives the worst-case number of resource accesses (WCRA) can be used to bound
the interferences. Such an analysis has for example been performed in [NPB+14].
A WCRA analysis can be implemented similar to a WCET analysis. Again, both
static as well as hybrid measurement-based methods can be applied. A static
WCRA analysis would use a mathematical model of the pipeline and the memory
subsystem of a processor core to determine which accesses reach a particular re-
source, e.g., the shared interconnect. A hybrid WCRA analysis, on the other hand,
would derive the number of resource accesses from execution traces obtained on
the real hardware.

2.2.6 Multicore WCET Analysis

The final step to compute a bound for the WCET of a task executed on a multicore
system is the inclusion of the interference costs (see Figure 2.9). These interference
costs depend on the concrete system configuration.

Figure 2.9: Workflow to derive WCET bounds for multicore systems.

For the sake of simplicity, we assume that interference delays do not cause
timing anomalies. This is a rather strong assumption. However, since memory
accesses are orders of magnitude slower than normal instructions, one can argue
that the pipeline will drain during the processing of memory accesses. Thus,
the interference delays imposed by resource conflicts during memory accesses
do not cause timing anomalies and can be added later to the single-core WCET
bound [NPB+14]. According to recent research [HJR16], there are two possi-
ble ways to gain timing compositionality when the underlying architecture is non-
compositional: sound penalties and compositional base bounds. A sound penalty
comprises all direct and indirect effects on the execution time in case of a resource
conflict. Unfortunately, there is no known method to compute such sound penal-
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ties that generally hold. However, the authors conducted some experiments to find
sound penalties for a set of benchmark programs. They observed that the impact of
indirect effects increases with shorter memory latencies because the pipeline is less
likely to hide these effects behind long running memory accesses. This observation
gives some justification for the above assumption, although no thorough research
has been conducted yet to validate it.

2.2.7 Design of a WCET Analysis Tool

Most static timing analysis tools follow a more or less standard architecture
[WEE+08,HWH95,Erm03,TFW00], as shown in Figure 2.10. This architecture is
for example followed by AbsInt’s WCET analysis tool aiT [Absa]. The tool is em-
ployed in the aeronautics and automotive industries and has been successfully used
to determine tight yet safe bounds on execution times of real-time software running
on various hardware architectures [KWH+08,BH07,HLTW03,TSH+03,FHL+01].

Figure 2.10: Components of a timing analysis framework (taken from [CFG+10]).

First, the binary reader disassembles a fully linked binary input executable into
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its individual instructions. Architecture specific patterns decide whether an instruc-
tion is a call, branch, return or just an ordinary instruction. This knowledge is used
to form the basic blocks of the control flow graph (CFG). Then, the control flow
between the basic blocks is reconstructed. In most cases, this is done completely
automatically. However, if a target of a call or branch cannot be statically resolved,
then the user needs to write some annotations to guide the control flow reconstruc-
tion.

On this control flow graph, several static analyses take place to determine the
values of registers and memory cells, addresses of memory accesses, bounds of
loops and recursions, as well as infeasible code. Sometimes, loop bounds cannot
be computed statically. Then, the user can guide the analysis via annotations.

With this information, the microarchitectural analysis is started. There, a math-
ematical model of the target processor is used to derive timing bounds for each
instruction, incorporating the intrinsic behavior of the pipeline and the memory hi-
erarchy, in particular the caches. This abstract model does not cover all the features
of the concrete processor, but only those that are relevant for timing analysis.

Subsequently, the CFG together with the basic block timing information are
used to construct an integer linear program (ILP). Solving this ILP gives then a
path with the longest execution time (and consequently, an estimate of the worst-
case execution time).

For a hybrid (measurement-based) WCET analysis tool, like AbsInt’s
TimeWeaver [Absb], the microarchitectural analysis is replaced by an analysis step
which extracts the basic block timing information from measurements taken on the
real hardware.

The CFG reconstruction phase as well as the value, loop, and control-flow anal-
ysis must be implemented for each instruction set architecture (ISA) supported by
the tool. The microarchitectural analysis is even more target-specific and needs to
be adapted for each concrete device implementing a given ISA. The path analysis,
on the other hand, is generic to all supported architectures and does not need to be
adapted to different targets.

2.3 Suitable Architectures for TeamPlay

During the first nine months of TeamPlay, the work on timing modeling focussed
mainly on (a) selecting suitable predictable architectures for the TeamPlay project,
(b) building a common ground regarding the current state of timing analysis/timing
modeling, and (c) developing microarchitectural timing models.

The project proposal mentions several predictable architectures that may be of
interest for TeamPlay: AVR, ARM Cortex-M0, ARM Cortex-M3, and LEON3.
After the first discussions with the use case owners, it was clear that the AVR will
not be used in any of the use cases and thus, there was no need to model its timing.
Instead, some partners are very interested in using the ARM Cortex-A15, in partic-
ular, for the drone use case. However, the ARM Cortex-A15 is a non-predictable
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architecture due to its use of a random cache-replacement policy and the lack of
documentation for the inner workings of the pipeline. A microarchitectural model
for static WCET analysis is thus out of scope. We plan to support the ARM Cortex-
A15 with a hybrid measurement-based timing analysis approach. Consequently,
two architectures have been selected for TeamPlay for which models usable for
static timing analysis should be created: ARM Cortex-M0 and LEON3.

The ARM Cortex-M0 is very energy-efficient. Due to its small physical foot-
print, it has been selected for the camera pill use case. It is also of interest for the
use case of SECURE-IC because it lacks a cache and hence, is not prone to cache-
related side-channel attacks. The ARM Cortex-M0 implements the ARMv6-M
ISA, which is already supported by the decoder and value analysis of aiT. Only the
microarchitectural timing model had to be developed from scratch. Thus, most of
the work up until now was spent to derive the microarchitectural timing model of
the ARM Cortex-M0.

The LEON3 is a more complex architecture with caches and FPU. It imple-
ments the SPARCv8 ISA. Due to the availability of the LEON3 in a radiation-
hardened version, it is the natural fit for the satellite use case of TAS-E. Moreover,
it is also available in a multicore configuration, which makes it interesting for the
work packages WP2 and WP3. aiT for LEON3 was already available before the
start of TeamPlay. Hence, no new microarchitectural model needs to be constructed
for single-core WCET analysis. However, a system-level model is needed to derive
multi-core WCET bounds.

2.4 Execution Time Modeling

Usually, there are three different modeling levels needed to conduct a timing anal-
ysis. The first level is the microarchitectural timing model which incorporates the
exact state of the underlying hardware. It is used to compute the execution time
of a basic block. The second level incorporates the control flow structure between
the basic blocks. It is used to compute the execution time of whole tasks, without
interruption. In case of maximisation, the result is the WCET of a task. The third
level incorporates the whole system with preemption, communication, etc. It is
used to compute (worst-case) response times and end-to-end timings.

2.4.1 Microarchitectural Models

On the microarchitectural level, the timing model needs to incorporate the exact
state of all parts of a microprocessor that may influence the timing. Thus, the mi-
croarchitectural model needs to model the flow of instructions through the pipeline,
the (pre-)fetch behaviour, caches, branch predictors, out-of-order and speculative
execution, and all other complex features used to increase the (average) perfor-
mance of a processor. The resulting state space for one basic block alone may
already contain several thousand states.

19



Static analyses of the microarchitectural behaviour are often based on abstract
interpretation [CC77], e.g., to predict cache hits/cache misses [Fer97,FW98,SS07]
or the flow through the pipeline [The04]. However, there are also approaches that
model microarchitectural features with ILPs [LMW95, LMW96].

Measurement-based analyses of the microarchitectural behaviour extract the
timing information from measurements obtained on the real hardware [DHL+16,
BDHW17]. Thus, the microarchitectural models are given implicitly.

Microarchitectural Timing Model of the ARM Cortex-M0

The ARM Cortex-M0 [ARM09b, ARM09a] is the smallest ARM processor with
only about 12000 logic gates [Yiu15]. It is a very energy-efficient microcontroller
for ultra low power applications. The Cortex-M0 implements the ARMv6-M in-
struction set, a subset of the Thumb ISA. It is a 32-bit processor with a 32-bit bus
interface and a 32-bit address space. It has a simple three-stage pipeline (fetch,
decode, execute) and optionally supports single-cycle multiplication. The memory
subsytem contains no caches. Due to its limited instruction set, it may need long
instruction sequences to accomplish complex data manipulation operations.

We based the microarchitectural timing model of the ARM Cortex-M0 on
the STM32F051R8T6 [STM17, STM12b] as part of the STM32F0DISCOVERY
kit [STM12a]. This particular instance of the ARM Cortex-M0 features 64 kilo-
bytes of flash memory and 8 kilobytes of SRAM, both connected to the core via
an AHB-Lite bus (see Figure 2.11). The model has been validated with measure-
ments using the validation methodology presented in [Geb13]. We observed no
timing anomalies and thus assume the ARM Cortex-M0 to be a fully composi-
tional architecture.

Text Text Text

ARM
Cortex-M0

Flash Memory
64 KB

SRAM
8 KB

AHB-Lite

Figure 2.11: Memory subsystem of the STM32F051R8T6.

The microarchitectural timing model only covers those parts of the processor
core that have an influence on the timing. Thus, it does not model the contents
of registers and memory cells, for example, but only the addresses of accessed
memory cells and the processed instructions. Figure 2.12 shows a sequence of
microarchitectural states that model the timing of one instruction from fetch to
decode. One microarchitectural state consists of the three pipeline stages (FE, DE,
EX), the prefetch buffer (PF), and a possible ongoing memory access (MA). In the
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figure, the instruction movs r0, #1 is fetched from flash memory in the first
state. In the second to fifth state, it resides in the prefetch buffer, because four
4-byte memory accesses (induced by instruction push {r4, r5, r6, lr})
stall the pipeline. In the sixth state, the pipeline is not stalled anymore and the
instruction is moved into the decode stage. Thus, even a simple movs instruction
may take several cycles to complete due to pipeline stalls induced by memory
accesses (and code fetches).
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State	778	Hash	EF093F12DAA53607

Current:	thumb::0x80007b0	(id	400,	pos	0)
									movs	r0,	#1

Cycles:		4

Cortex-M0

FE[0x80007b0]:	[0x080007b0]	(FLASH,	RD	4/4,	0x4,	TA)

PF:	EMPTY

DE:	0x80007ae:	sub	sp,	sp,	#8	<1,0,1>	(399,	0)

EX:	0x80007ac:	push	{r4,	r5,	r6,	lr}	<5,0,1>	[1]	(398,	0)

MA:	IDLE

State	779	Hash	BBC75D9F42EE9C16

Current:	thumb::0x80007b0	(id	400,	pos	0)
									movs	r0,	#1

Cycles:		5

Cortex-M0

FE[0x80007b4]:	IDLE

PF:	0x80007b0	(4	bytes)

DE:	0x80007ae:	sub	sp,	sp,	#8	<1,0,1>	(399,	0)

EX:	0x80007ac:	push	{r4,	r5,	r6,	lr}	<5,0,1>	[1]	(398,	0)

MA:	[0x200001e0]	(SRAM,	WR	4/16,	0x2,	1)

State	780	Hash	B5D1578EE44C55C6

Current:	thumb::0x80007b0	(id	400,	pos	0)
									movs	r0,	#1

Cycles:		6

Cortex-M0

FE[0x80007b4]:	IDLE

PF:	0x80007b0	(4	bytes)

DE:	0x80007ae:	sub	sp,	sp,	#8	<1,0,1>	(399,	0)

EX:	0x80007ac:	push	{r4,	r5,	r6,	lr}	<5,0,1>	[1]	(398,	0)

MA:	[0x200001e0]	(SRAM,	WR	8/16,	0x2,	1)

State	781	Hash	49B8B8AC01AA6D3D

Current:	thumb::0x80007b0	(id	400,	pos	0)
									movs	r0,	#1

Cycles:		7

Cortex-M0

FE[0x80007b4]:	IDLE

PF:	0x80007b0	(4	bytes)

DE:	0x80007ae:	sub	sp,	sp,	#8	<1,0,1>	(399,	0)

EX:	0x80007ac:	push	{r4,	r5,	r6,	lr}	<5,0,1>	[1]	(398,	0)

MA:	[0x200001e0]	(SRAM,	WR	12/16,	0x2,	1)

State	782	Hash	A834F7B40E2990DC

Current:	thumb::0x80007b0	(id	400,	pos	0)
									movs	r0,	#1

Cycles:		8

Cortex-M0

FE[0x80007b4]:	IDLE

PF:	0x80007b0	(4	bytes)

DE:	0x80007ae:	sub	sp,	sp,	#8	<1,0,1>	(399,	0)

EX:	0x80007ac:	push	{r4,	r5,	r6,	lr}	<5,0,1>	[1]	(398,	0)

MA:	[0x200001e0]	(SRAM,	WR	16/16,	0x4,	TA)

State	783	Hash	382065C6136AD22C

Current:	thumb::0x80007b0	(id	400,	pos	0)
									movs	r0,	#1

Cycles:		9

done

Cortex-M0

FE[0x80007b4]:	[0x080007b4]	(FLASH,	RD	0/4,	0x0,	1)

PF:	0x80007b2	(2	bytes)

DE:	0x80007b0:	movs	r0,	#1	<0,0,1>	(400,	0)

EX:	0x80007ae:	sub	sp,	sp,	#8	<1,0,1>	(399,	0)

MA:	IDLE

Figure 2.12: Microarchitectural states of the ARM Cortex-M0.
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Microarchitectural Timing Model of the Cobham Gaisler LEON3

The LEON3 is a synthesizable SPARCv8-compliant 32-bit CPU core developed by
Cobham Gaisler. Its VHDL source is available under the GNU GPL for evaluation
and research purposes [Cob10].

32 KB D-Cache 32 KB I-Cache Frontside L3 Cache
1024 KB

Frontside L3 Cache
1024 KB

Power Architecture™
e500mc Core

32 KB D-Cache 32 KB I-Cache

SPARC V8™
LEON3FT Core

D-Cache 16 KB I-Cache 16 KB

Memory Controller On-Chip SRAM
192 KB

AMBA AHB

Figure 2.13: Memory subsystem of the Cobham Gaisler GR712RC.

Again, the microarchitectural timing model only covers those parts of the pro-
cessor core that have an influence on the timing. For the LEON3, it consists of
the instruction and data caches, the memory management unit, the integer unit (in-
cluding hardware multiplier/divider) and the double-precision IEEE-754 floating-
point unit. Figure 2.14 shows one state of the microarchitectural timing model
for the LEON3. Two pipelines must be modelled: the integer and the floating-
point pipeline. Moreover, the model incorporates a cache analysis [Fer97, FW98]
to predict whether a memory access is a definite cache hit, a definite cache miss, or
cannot be classified as definite hit or miss.

The LEON3 is available in a dual-core configuration [Cob18]. This variant will
be used in the satellite use case. Thus, an additional interference analysis is needed
to compute multicore WCET bounds. Another interesting feature of the LEON3 is
the instruction trace buffer. This opens the possibility for a hybrid (measurement-
based) modeling approach. We will look into these topics later in the project.
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Current:	0x40002c34	(id	259,	pos	0)
									sethi	0x40006000,	%g1

Cycles:		2

done

Split	Markers:
		cache	hit

LEON3

IU

FE:	0x40002c44	(0,--)	(HOLD:	0x0)

DE:	0x40002c40	(0,--):	ld	[%fp-16],	%o5

RA:	0x40002c3c	(0,--):	st	%g1,	[%fp-24]

EX:	0x40002c3c	(0,--):	st	%g1,	[%fp-24]

ME:	0x40002c38	(0,--):	or	%g1,	+160,	%g1

XT:	0x40002c34	(0,--):	sethi	0x40006000,	%g1

MUL:	ISSUED

DIV:	ISSUED

FPU

DE:	0xffffffff	(-1,--):	UNKNOWN

EX:	0xffffffff	(-1,--):	UNKNOWN

WR:	0xffffffff	(-1,--):	UNKNOWN

IT:	0xffffffff	(-1,--):	UNKNOWN

MMU

STATE:	IDLE

REQUEST:
CODE:	0xffffffff
DATA:	0xffffffff(-1)

STORE	BUFFER:
EMPTY

ACCESS:

CACHE

ICACHE:
must:
300:	{{0x40002580}{}}
301:	{{0x400025a0}{}}
302:	{{0x400025c0}{}}
303:	{{0x400025e0}{}}
304:	{{0x40002600}{}}
348:	{{0x40002b80}{}}
349:	{{0x40002ba0}{}}
350:	{{0x40002bc0}{}}
352:	{{0x40002c00}{}}
353:	{{0x40002c20}{}}
354:	{{0x40002c40}{}}
388:	{{0x40003080}{}}
389:	{{0x400030a0}{}}
393:	{{0x40003120}{}}
may:
300:	{{0x40002580}{chaos}}
301:	{{0x400025a0}{chaos}}
302:	{{0x400025c0}{chaos}}
303:	{{0x400025e0}{chaos}}
304:	{{0x40002600}{chaos}}
348:	{{0x40002b80}{chaos}}
349:	{{0x40002ba0}{chaos}}
350:	{{0x40002bc0}{chaos}}
352:	{{0x40002c00}{chaos}}
353:	{{0x40002c20}{chaos}}
354:	{{0x40002c40}{chaos}}
388:	{{0x40003080}{chaos}}
389:	{{0x400030a0}{chaos}}
393:	{{0x40003120}{chaos}}
valid:
	0x40002580:	{⊤,	⊤,	⊤,	⊤,	⊤,	⊤,	t,	t}
	0x400025a0:	{t,	t,	t,	t,	t,	t,	t,	⊤}
	0x400025c0:	{⊤,	⊤,	⊤,	⊤,	t,	t,	t,	t}
	0x400025e0:	{t,	⊤,	⊤,	⊤,	⊤,	⊤,	t,	t}
	0x40002600:	{t,	t,	⊤,	⊤,	⊤,	⊤,	⊤,	⊤}
	0x40002b80:	{⊤,	⊤,	⊤,	t,	t,	t,	t,	t}
	0x40002ba0:	{t,	⊤,	⊤,	⊤,	⊤,	⊤,	⊤,	⊤}
	0x40002bc0:	{⊤,	t,	t,	t,	t,	t,	⊤,	⊤}
	0x40002c00:	{⊤,	t,	t,	t,	t,	t,	t,	t}
	0x40002c20:	{t,	t,	t,	t,	t,	t,	t,	t}
	0x40002c40:	{t,	⊤,	⊤,	⊤,	⊤,	⊤,	⊤,	⊤}
	0x40003080:	{⊤,	⊤,	⊤,	⊤,	⊤,	⊤,	⊤,	t}
	0x400030a0:	{t,	t,	t,	t,	⊤,	⊤,	⊤,	⊤}

DCACHE:
must:
1022:	{{0x4000ffc0}{}}
1023:	{{0x4000ffe0}{}}
may:
1022:	{{0x4000ffc0}{chaos}}
1023:	{{0x4000ffe0}{chaos}}
valid:
	0x4000ffc0:	{⊤,	t,	t,	t,	⊤,	⊤,	⊤,	⊤}
	0x4000ffe0:	{⊤,	⊤,	⊤,	t,	t,	t,	⊤,	⊤}

Figure 2.14: One microarchitectural state of the Cobham Gaisler LEON3.
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2.4.2 Code-Level Timing Models

The second level of timing models incorporates the control flow between basic
blocks. Consider for example the CFG shown in Figure 2.15. It consists of 7 nodes
and 8 edges. Two of the nodes are the artificial start and end node, the other nodes
are the basic blocks of the program represented by this CFG. The CFG contains
two control flow splits (at nodes BB1 and BB4) and two control flow joins (at
nodes BB3 and BB5). Moreover, two nodes (BB3 and BB4) form a loop, with
BB3 as loop head and edge e5 as loop back edge. We assume that edges have
associated costs given in Table 2.2 and that the loop iterates between two and four
times, where the number of loop iterations means the number of executions of the
loop head.

Figure 2.15: A simple control flow graph consisting of artificial start/end node
(orange), normal basic blocks (violet) and basic blocks in a loop (blue).

Edge e1 e2 e3 e4 e5 e6 e7 e8
Cost 0 2 2 4 1 8 2 5

Table 2.2: Edge costs for the edges shown in Figure 2.15. The outgoing edges
of the artificial start node have always an associated cost of zero, i.e. time is only
spent when executing real instructions.
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A sound code-level timing analysis (i.e., the timing analysis concerned with the
combination of different control flows) needs to search for the path in the CFG with
the highest execution time. For our example CFG, we can explicitly enumerate all
four possible paths (remember that the loop iterates between two and four times):

• [e1, e2, e6, e8] with cost 15

• [e1, e3, e4, e5, e4, e7, e8] with cost 18

• [e1, e3, e4, e5, e4, e5, e4, e7, e8] with cost 23

• [e1, e3, e4, e5, e4, e5, e4, e5, e4, e7, e8] with cost 28

However, in general, an explicit enumeration of all paths may lead to an ex-
ponential runtime of the analysis. An implicit path enumeration technique (IPET)
based on integer linear programming is used instead [LMW95, The02]. There, the
path analysis is modelled as a flow maximisation problem.

The ILP to be solved is constructed as follows: First of all, the objective func-
tion is built as the sum of edge traversal counts multiplied by the edge weights
(i.e. the associated execution times of each edge). This function will then be max-
imised by the ILP solver. Since this function alone is unbounded, some constraints
must be added to the ILP. The first kind of constraint are those used for the preser-
vation of flow: (a) The flow through a node equals the sum of the flows of the
incoming edges; (b) The flow through a node equals the sum of the flows of the
outgoing edges; (c) The flow of the artificial start and end nodes equals one. The
second kind of constraints are loop bounds (and recursion bounds): Here, the flow
through the loop head is constrained by the associated iteration bounds. In order to
correctly handle nested loops, these iteration bounds are relative to the flow from
the outside of the loop into the loop header.

An example of such an ILP can be found in Listing 2.1. Note that the positive
integer requirements have been omitted. The result of the maximisation of the
objective function for the CFG given in Figure 2.15 is 28. Note that this ILP
formulation is relatively coarse-grained because it is based on the basic blocks
of the CFG. A more fine-grained model—and thus, a more precise bound of the
WCET—can be constructed if the underlying microarchitectural state graph is used
to formulate the ILP [Ste10].
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\ Maximisation Problem

Maximize cost:
2 e2 + 2 e3 + 4 e4 + 1 e5 + 8 e6 + 2 e7 + 5 e8

Subject To

\ Start/End Constraints
StartBlock = 1
EndBlock = 1

\ Flow Preservation
StartBlock - e1 = 0
BB1 - e1 = 0
BB1 - e2 - e3 = 0
BB2 - e2 = 0
BB2 - e6 = 0
BB3 - e3 - e5 = 0
BB3 - e3 = 0
BB4 - e4 = 0
BB4 - e5 - e7 = 0
BB5 - e6 - e7 = 0
BB5 - e8 = 0
EndBlock - e8 = 0

\ Loop Bounds
BB3 - 4 e3 <= 0
BB3 - 2 e3 >= 0

General

\ Variables
[...]

End

Listing 2.1: Interesting part of the ILP generated for the CFG shown in Figure 2.15.
The positive integer requirements for the variables have been omitted. The edge
costs are also given in Table 2.2. The result of the objective function is 28.
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2.4.3 System-Level Timing Models

On the highest level of timing models, whole systems are considered. This includes
the scheduling of tasks, interrupts, preemption, communication with other devices,
busses, networks, etc. Thus, system-level timing models are highly dependent on
the used operating system and its features, the communication strategy, the network
and bus architectures, the scheduling algorithm, and even on the constraints given
by the outside world in which the real-time system is embedded. The focus of T4.1
of the TeamPlay project is on microarchitectural and code-level timing models.
Thus, we give here only a short overview on system-level models.

One aspect of system-level timing models is the algorithm used for real-time
scheduling. There exist many such algorithms, which can be roughly classified
into those obeying hard or soft deadlines; those which support periodic and/or ape-
riodic tasks; those which allow preemption or not; and finally, static and dynamic
scheduling [Mar03].

Consider for example the simple task system in Figure 2.16. It consists of two
tasks, T1 and T2. T2 has a higher priority and preempts T1 as soon as it is ready.
Thus, the response time of T1 does not equal its execution time but the sum of the
execution times of T1 and T2 plus interference costs, for example cache-related
preemption costs [ADM12].

Figure 2.16: A system consisting of two tasks. T2 preempts T1.

Whether or not a multi-task system is schedulable can be determined with a
schedulability analysis. One example for a tool that supports schedulability and
communication analysis is SymTA/S [HHJ+05, Lux].

Recent work by TUHH integrated system-level schedulability analysis into the
WCC compiler. For this purpose, ILP inequations modeling the response times
according to Lehoczky’s seminal work [LSD89] have been added to compiler op-
timizations. This allows to add constraints of the type ri ≤ Di to optimizations
such that it is ensured that the response time of task i is below its respective dead-
line [LF15]. This approach supports both dynamic priorities of Earliest Deadline
First scheduling (EDF) as well as fixed priorities for Rate-Monotonic Schedul-
ing (RMS). Context switching costs of the individual scheduling algorithms are
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properly modeled, arbitrary task activations represented by event streams are also
supported [LF17].

At the level of multi-core systems, the proper modeling of timing interferences
due to hardware resources that are shared among the individual cores is of ut-
most importance. For hard real-time systems, TDMA-arbitrated shared buses and
memories have been proposed due to their timing predictability [CFG+10]. The
round-robin nature of TDMA allows to provide tight upper bounds of the delay of
shared memory accesses for the individual cores [KFM+14]. These TDMA-related
timing interferences were again incorporated into compiler optimizations such that
code fragments are moved into private memories of the cores in order to reduce
load and interference on the shared bus and to finally minimise the WCETs of the
tasks running on the individual cores [OLF17]. Complex distributed real-time sys-
tems can be modeled using Thiele’s Real-Time Calculus (RTC) [TCN00] where
task activations and processing resources are modeled using event arrival curves
and service curves. However, these event arrival curves are usually determined
without any knowledge about the actual code of the involved software tasks. This
issue was addressed recently by using compiler analyses to derive event arrivals for
shared buses of multi-core architectures [OSF18].

SysWCET [DWUL17] is another recent approach that tries to integrate both the
control-flow and the system-level timing analysis in one combined path analysis.
Here, an ILP models both the control flow inside of tasks as well as the preemption
relations between the tasks. The goal is to improve the precision of the overall
WCRT bound.

2.5 Summary and Future Work

During the first few months, we selected two predictable architectures that are suit-
able for the TeamPlay project. Those two architectures are the ARM Cortex-M0, a
simple architecture without caches, and the LEON3, a more complex architecture
with caches that is also available as a multicore platform. For the former, no mi-
croarchitectural model was available yet. Thus we developed a microarchitectural
timing model for the ARM Cortex-M0.

The challenge for timing modeling is clear: There are architectures that cannot
be modelled because of unpredictable features, and there are multicore architec-
tures for which special care is needed in order to correctly model the interference
costs due to conflicting resource accesses. For the former, all hope is lost, and
static timing analysis is infeasible. The latter, however, will be part of most future
hardware platforms for embedded systems, and therefore, are an important area of
research. The next steps regarding timing analysis and execution time modeling in
TeamPlay will be:

• The microarchitectural timing models will be provided to the TeamPlay project
partners via the static WCET analyzers aiT for ARM Cortex-M0 and aiT
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for LEON3. Moreover, we will provide TimeWeaver for ARM, a hybrid
measurement-based timing analysis tool.

• Support will be provided to the project partners such that they can success-
fully evaluate these timing analysis tools in their use cases.

• We will work together with the partners to ensure interoperability of the
timing analysis tools with the overall TeamPlay tool chain, in particular, the
compiler in WP3 and the time-aware contracts in WP1.

• WCC already incorporates a system-level timing model. We want to explore
whether this model can be applied to the satellite use case, which will be
implemented on a multicore LEON3.

• The LEON3 board used for the satellite use case incorporates an instruction
trace buffer. We want to investigate whether this buffer can be used for
hybrid measurement-based timing analysis.
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Chapter 3

Energy Consumption Modeling
in TeamPlay

3.1 Introduction

This chapter is devoted to the energy modeling research activities contacted so far
in the scope of the TeamPlay project. The challenge is to create novel energy mod-
els that can be used either statically to predict the energy behavior of a system under
development, or dynamically to reason about energy consumption at runtime. The
objectives for this deliverable are:

Objectives

1. Establishing the state of the art of energy modeling techniques;

2. First version of the Cortex-M0 processor energy model;

3. Investigation on possible modeling approaches for the LEON3 processor;

4. Establishing the interactions between the energy models and the analysis
tools;

5. Establishing future directions.

Section 3.2 addresses the first objective, by providing an overview of the state
of the art of energy-modeling techniques. This exercise is necessary to understand
the limitations in the area, establish which methods can be useful in our case and
what needs to be done to energy model the architectures under consideration.

Subsection 3.3.1 corresponds to the second objective. It firstly gives a de-
tailed description of the experimental setup established for the energy modeling
of the Cortex-M0 processor, including the energy measurement framework, the
compilation framework and the benchmark suite used. Then two energy models
are presented for the specific Cortex-M0 implementation chosen for this project,
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the STM32F0DISCOVERY [STMb]. LEON3 processor’s lack of physical im-
plementation makes it significantly more challenging to be energy modeled than
the Cortex-M0 processor. Therefore, Subsection 3.3.2 addresses objective four by
investigating all the possible methodologies that can be explored for the energy
modeling of the LEON3 processor.

Section 3.4 and Section 3.5 explore the interaction between the created energy
models and the tools that will be utilizing them to perform energy consumption
reasoning and optimizations. More specifically, Section 3.4 gives an overview of
the static analysis tool that will be created by AbsInt later on under task T4.2,
and Section 3.5 reports on the integration of energy consumption analysis into
TUHH’s optimizing compiler. Furthermore, an alternative energy measurement
setup from the one used for the energy modeling of the Cortex-M0 is introduced
under Section 3.5. Finally, Section 3.7 summarizes the achievements so far for the
energy modeling work under task T4.1 and sets future directions.

3.2 Background

Two main approaches exist to determine the energy consumption of a program
executing on a specific hardware platform:

1. physical energy measurements; and

2. energy consumption estimation.

Although measuring the energy consumption of a program is often the most
accurate approach, subject to the accuracy of the measuring setup, it is in many
cases not the most appropriate method to use. The most established and cost-
effective methodology for applying physical energy measurements is through the
use of a shunt resistor that intercepts the power supply circuit. By observing the
voltage drop over the shunt resistor, Equation (3.1) can be used to calculate the
power consumption periodically.

P = I · Vbus where I =
Vbus − Vshunt

Rshunt
(3.1)

where Vbus and Vshunt are the voltage measurements taken on the two sides of the resistor.

Measuring can be applied to a system as a whole by accessing the system’s
primary power supply, or to individual components of a system, such as the CPU
or memory, by monitoring the power supply of the specific component. Measur-
ing the energy consumption of the whole board through the main power supply
will often not be fine-grained enough to correlate the energy consumption behav-
ior to the software execution behavior. A few hardware vendors will expose the
power supply lines of the CPU to allow for physical energy measurements, or
they will provide built-in energy measurements that can be accessed via a set of
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drivers but this is not the typical case. Most of the time, hardware modifications
are needed to access the power supply of specific components. Such modifica-
tions require advanced hardware knowledge, which most software developers do
not have. Moreover, replicating such an approach across multiple devices is time-
consuming. Thus, integrating energy-physical measurements into the regular soft-
ware development cycle is impractical.

An alternative to the shunt-resistor approach is the use of oscilloscopes. Oscil-
loscopes with a high sampling rate tend to be significantly more accurate than the
shunt-resistor approach, allowing for fine-grained energy characterization of soft-
ware, such as at the level of control-flow basic blocks. Integrating oscilloscopes to
the daily software development process is still prohibitive since such devices with
high-sampling frequencies are expensive to buy and produce a large amount of data
that need to be stored for post-processing.

Estimating the energy consumption of a program’s execution, although less
accurate than measuring it, can offer significant advantages over physical hardware
measurements. After all, the loss of accuracy might not be significant if the results
are consistent enough to allow for correct energy-consumption-related decisions;
e.g., choosing the most energy-efficient version of a function between different
implementations that offer the same functionality.

Any energy-consumption-estimation method combines two main elements: a)
an energy estimation technique and b) a way to convey energy information to the
estimation technique [GdSE18]. The second element is typically achieved through
energy consumption modeling of the architecture under consideration. Energy
modeling allows the energy consumption of a processor executing a program to
be estimated. Typically, an energy model associates energy costs with particular
events that are triggered by software execution, such as executing an instruction or
performing a memory access, and also accounts for the static energy consumption
of a system when the hardware is idle. An estimation technique provides statistics
related to a program’s execution, such as the number of times each hardware event
was triggered. Thus, an energy consumption estimation for a program’s execution
can be retrieved by combining these statistics with a corresponding energy model.

Energy consumption estimation can be performed at various levels of abstrac-
tion, starting from hardware and moving up to the source code. For each energy
estimation technique that works on a particular level of abstraction, a correspond-
ing energy model must be created on the same level of abstraction. In the following
sections, we will examine existing approaches of modeling energy at various levels
of abstraction, from gate- or transistor-level in detailed hardware simulation [14],
up to high-level modeling of whole applications [8].

3.2.1 Architecture level energy modeling

The standard way of estimating power of a complex System-on-Chip (SoC) is
based on backend power simulations. These simulations take into account the fi-
nal physical implementation of the device, including parasitic capacitances of each
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node, clock tree, and so on. During the simulation, the activity of each node in the
design is captured. Then, this activity is used to compute the total power consump-
tion based on low-level power models often only available to hardware manufac-
turers. Both, activity sampling and computing the power are very time-consuming
processes.

However, novel techniques [NYL13] have shown that it is possible to develop
an energy model using statistics of the activity combined with the mentioned back-
end power analysis. Once the energy model has been developed, it is possible to
perform power estimation using standard RTL simulations. These techniques are
based on simulating a number of power benchmarks and capturing for each bench-
mark the total power consumption as well as the activity detected on a number of
high-level operations. Then, using regression analysis, it is possible to associate
a constant coefficient to each activity counter. It is shown that reducing the total
number of regressors (activity counters) produces an accuracy error as small as 5%
as long as the regressors are properly chosen.

3.2.2 Instruction set architecture energy modeling

The approach of profiling a program in terms of so-called base- and inter-instruction
costs on the instruction-level was introduced over 20 years ago [TMW94] . The au-
thors established the methodology of physical measurements through an intercept-
ing shunt resistor in the power supply circuit. They used an off-the-shelf ammeter
for measuring the average current while executing loops of repeated instruction
sequences to determine the different costs. This approach is suitable for deriving
a model that estimates average energy consumption of a specific program p. The
program’s total energy consumption Ep can be expressed with eq. Equation (3.2),
where Bi is the base-cost of each instruction type i, the inter-instruction cost Oi,j
represents the overhead of executing two consecutive instructions of types i and
j, and Ni and Ni,j are the number of instructions of type i and the number of
instruction pairs (i, j), respectively, that will be executed by the program p. The
energy consumed by other runtime instruction effects k, like pipeline stalls and
cache misses, are captured by Ek.

Ep =
∑
i

(Bi ×Ni) +
∑
i,j

(Oi,j ×Ni,j) +
∑
k

Ek (3.2)

They reported a maximum 3% error of their model, but only for programs that did
not include cache misses or pipeline stalls.

The authors of [SKWM01] introduced a model that also considers data-dependent
costs and the effect of memories, and report a lower error of 1.7%. Instead of just
considering a sequence of instructions, they also look at the Hamming weights
and distances of the instruction operands. An operand’s Hamming weight corre-
sponds to the number of 1’s in the operand’s binary representation, and Hamming
distance is equal to the number of bit-flips to transform a bit sequence to another.
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They also recognize and consider the energy consumption originating from mem-
ory accesses. They express the total energy Etotal in eq. Equation (3.3), where
Ecpu_instr and Ecpu_data are the instruction- and data-dependent costs inside the
CPU, respectively. The model is further improved by taking into account the en-
ergy contribution of the instruction and data memories, Emem_instr andEmem_data
respectively.

Etotal = Ecpu_instr + Ecpu_data + Emem_instr + Emem_data (3.3)

These models are based on running many time-consuming measurements to
cover each individual and pairs of instructions, Hamming weights and distances
of operands, and memory accesses. Instead of measuring each instruction cost
individually, the authors of [BSE13] run and measure the total energy consump-
tion of just a few test programs, and extract the cost coefficients using regression
methods for a similar energy model as the one presented in [SKWM01]. Accuracy
and usability of the resulting model using this methodology depends on how real-
istically and balanced the test programs are stressing different functional units of
the DUT. Selecting a suitable set of test programs is a challenging task because it
is important to ensure that the model is not biased by favouring specific types of
workloads. While the model is faster to take into use, the trade-off is a larger error
of 6% against the MiBench benchmark suite.

An energy model for the more complex x86-based Xeon Phi processor is pre-
sented in [SB13]. Their model is based on a combination of instruction costs and
runtime performance counters for specific workloads. The authors compute the
instruction costs by characterizing the energy-per-instruction (EPI) on different
thread-core configurations: one thread on a single core, many threads on a sin-
gle core and many threads on multiple cores. To predict the dynamic energy con-
sumption of a given program, the authors then combine the EPI information with
runtime counts gathered by performance counters. They report error rates of 1% to
5% against the SHOC and LINPACK benchmarks.

3.2.3 Compiler-level energy modeling

Most modern, production-level compilers support an Intermediate code Represen-
tation (IR) which facilitates easy application of code analysis and transformation-
s/optimizations. The IR also serves to minimize the effort of supporting several
programming languages and architectures by a compiler. This is achieved by hav-
ing only a front-end for each language and a back-end for each architecture, and a
common optimizer which works on the common IR. This way a front-end translates
a program written in a specific programming language to the optimizer’s IR, then
the IR is being optimized by the language- and architecture-agnostic optimizer,
and finally, a back-end translates the IR to a specific ISA. Energy modeling at the
IR level is desirable, since this is where the majority of compiler optimizations
are taking place. Having energy consumption transparency at this level can enable
energy-aware compilation. Saying this, accurate energy modeling at the IR level is
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not trivial because of the difficulty of associating the IR to execution statistics and
attributing the energy consumption to the basic components of the IR code, such as
IR instructions or basic blocks. Thus, only very few IR-level energy consumption
modeling techniques exist in the literature.

In [BCF11], energy characterization of IR code, generated by the LLVM com-
piler framework [C. 04], is performed by linear regression analysis. LLVM-IR
instructions statistics for a set of programs and the programs measured energy con-
sumption were used to train the energy model. The energy model can be applied
to instrumentation statistics collected during a program’s execution on a host ma-
chine, to estimate the performance and the energy consumption of the program.
Despite reporting an average absolute error of only around 6%, when evaluating
their techniques on a set of programs, the author’s approach suffers from a num-
ber of drawbacks. Firstly, the accuracy of their energy model heavily depends on
the ability of the regression analysis to capture the energy behavior of the proces-
sor at the LLVM-IR level. This is difficult to be adequately addressed by linear
regression, which can not account for every possible compiler optimization or pro-
cessor dynamic behavior. Furthermore, their instrumentation technique is based
on collecting basic block execution counts, but this is done by executing programs
on a host machine, rather than the actual platform. Compiling and executing on
a higher-end PC rather than the targeted deeply embedded device could yield a
significantly different execution profile than the one expected from the target ma-
chine.

A new approach proposed in [GKCE17] addresses the issues identified for the
techniques in [BCF11]. The new approach, instead of directly modeling at the
IR level through regression analysis, uses a dynamic mapping technique which
maps the ISA instructions to IR instructions on the fly. In this way, any resource
model that exists at the ISA level, such as time, energy consumption and code size
models, can be lifted to the compiler’s IR level. In contrast to the static energy
modeling approach of [BCF11], the mapping technique in [GKCE17] can account
for any architecture- or compiler-specific behavior because of its dynamic nature.
Furthermore, the IR-level energy consumption estimation is performed by a new
innovate profiling technique that collects execution counts on the target machine
and maps them back to their corresponding LLVM IR basic blocks. The new ap-
proach is architecture- and compiler-independent, since there is no training phase,
but only requires the availability of an ISA-level energy model for an embedded
architecture. The creation of ISA energy models is a well-studied field, with many
examples in the literature, see Subsection 3.2.2 for examples. The technique was
evaluated on 30 benchmarks, yielding an average energy consumption deviation of
only 3% compared to hardware energy measurements.

3.2.4 Software libraries function-level energy modeling

A standard practice to increase software development productivity is to encapsu-
late frequently used code into functions and then into software libraries with a
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well-defined interface. Research has been investigating the possibility of charac-
terizing such library functions in regards to their energy and timing behavior on a
specified architecture. The aim is to allow programmers to reason about the po-
tential resource consumption, energy/time, of the library functions that they invoke
in their code, or to make resource-aware decisions by choosing between libraries
with the same functionality but different implementations.

In [Qu,00], the authors proposed a technique to estimate the energy consump-
tion of embedded programs by modeling the energy consumption of library func-
tions and basic instructions. To achieve this, the authors constructed a “power data
bank” that includes time and energy consumption values for various library func-
tions and basic instructions, by the use of any architecture-level power simulator.
The “power data bank” can then be used to energy-characterize execution statis-
tics collected from profiling a number of benchmarks. The reported accuracy was
within 3.5% of hardware measurements.

The most significant drawback of such approaches is that the energy con-
sumption of library function calls depends on their input parameters, which are
in many cases only known at runtime. Thus, a resource characterization of a
function based on specific input parameters can yield incorrect static estimations
when different parameters are used at runtime. Furthermore, a function’s resource-
characterization is retrieved based on an executable obtained from compiling the
function using a particular set of compiler flags; these may not always match the
ones used by the application programmer. Since the choice of compilation-flags
has a significant impact on the resource usage of a function, due to the different
sets of optimizations enabled, the original characterization may not represent the
resources consumed by a differently compiled version of the same function.

3.2.5 Energy modeling via performance monitoring counters

This technique is based on monitoring the activity of the processor at runtime. For
instance, activity counters are associated with specific execution operations, like
“LOAD” instructions, Integer instructions, Data cache (read) misses, and so on. In
addition to this, a coefficient is assigned to each activity counter. These coefficients
give an indication of the power consumption associated with the operations that are
monitored by the activity counters, thus forming a power model.

With activity monitors in place, it is also possible to use FPGA emulation
[CBD+] in order to monitor the activity counters while the software code of in-
terest is being executed. This is much quicker than running time-consuming ASIC
post layout simulations at gate-level. Once the emulation is finished, the activity
counters can be read and the dynamic power consumption can be estimated. This
has to be added to the static power consumption which is independent of the code
being executed on the processor.

Finally, it can be shown, using linear regression, that some activity counters are
more relevant than others. This allows to reduce the number of activity counters
being monitored while keeping a satisfactory quality of the estimation.
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3.2.6 Worst-case energy modeling

A few works have claimed the construction of worst-case energy models that are
capable of capturing the worst-case energy consumption (WCEC) at the ISA level,
[JML06, WDH+15]. In Jayaseelan et al. [JML06], the authors manage to bound
the WCEC on a simulated processor by maximizing the switching activity factor
for each simulated component to retrieve a worst case energy consumption cost for
each ISA instruction. Maximizing the switching activity retrieves the worst case
energy consumption for all the ISA instructions but possibly at the cost of signifi-
cant overestimation. This is because the absolute worst case on the hardware simu-
lation, used for the characterization phase of the energy model, might be infeasible
to be triggered by any program on the actual hardware implementation of the same
architecture. Moreover, although the approach is feasible for simulated processors,
it is not feasible on physical hardware, as there is no practical way of maximizing
the switching activity on hardware. Thus, to construct an equivalent ISA energy
model for a fabricated processor one needs to exhaustively search all the possible
combinations of data used in the data operands of an instruction, to find the one
that produces the worst-case energy cost. This is in most cases infeasible due to
the huge space of possible input data combinations for each ISA instruction. Al-
though impractical in general, the authors in [WDH+15] claimed the construction
of such an energy model without giving the specifics of the model’s characteriza-
tion. Nerveless, they tested this energy model on a benchmark and admitted that
such an absolute energy model could lead to significant overestimations, making
the retrieved energy consumption bounds less useful.

The ideal solution will be the creation of data-sensitive energy models; mod-
els for which the energy cost of executing an instruction varies depending on (the
circuit switching activity caused by) the operands used. Such energy models can
potentially capture the worst case energy consumption of a program but without
the overestimation of the absolute energy consumption models. Unfortunately, re-
cent work demonstrated that finding the data that will trigger the worst case energy
consumption is an NP-hard problem and that no practical method can approximate
(within reasonable time in general) tight energy consumption upper bounds within
any level of confidence [MKE18]. Considering the above limitations, the authors
of [GKCE17] suggested the use of pseudo-randomly created data to characterize
an ISA energy model, as their empirical evidence showed that such models tend
to be close to the actual worst case. Although the approach is expected to yield
loose upper-bound energy consumption estimations, bounds that cannot be consid-
ered safe for use in mission-critical applications, their experimental results showed
a low level of under-estimation of the worst case energy consumption (less than
4%) for the programs tested. This means that such estimations can still provide
valuable guidance to the application programmer (e.g., to compare coding styles or
algorithms in terms of resource consumption).

A similar approach will be exploited for the worst case energy estimation in
this project, with the aim to provide soft, but tight energy bounds. Then, design

38



decisions can be made based on empirical investigations to determine the level
of over-provisioning that ensures the required level of dependability for the given
application. This way, our approach will avoid the huge overestimations (and as-
sociated over-engineering at system level) that absolute worst-case energy models
inherently exhibit.

3.3 Energy Modeling

3.3.1 The Cortex-M0 Energy Modeling

Energy-Modeling Setup

For the creation of the Cortex-M0 [Cor] energy model, four main components are
used:

• MAGEEC [Mag] and Pyenergy [Pye] - An open-source energy/time-measurement
framework design by the University of Bristol.

• BEEBS [PSH13] - An embedded benchmark suite.

• STM32F0DISCOVERY (STM32F0) [STMa] - The Device Under Test (DUT),
which in our case is a Cortex-M0 development board.

• The energy-analysis framework.

The BEEBS benchmark suite is used for both the characterization and the val-
idation of the energy model. BEEBS is an open source embedded-system bench-
mark suite that is designed for exploring the performance and energy consumption
characteristics of embedded architectures. A detailed description of BEEBS is
given in deliverable D5.1. BEEBS has a build system that supports compilation
with the GNU-GCC compiler [GNU], and it also supports the MAGEEC measure-
ment framework. It provides triggers to start and end the measurements, and a
calibration factor for each benchmark, which ensures that the benchmark is repeat-
edly executed in a loop till an adequate number of sampling is achieved, and thus,
the measurements can be trusted.

The MAGEEC framework has two main components: the hardware-measure-
ment setup and the energy-measurement management tool, Pyenergy. The hard-
ware part includes a high-frequency energy-measurement shield, the energy-man-
agement board, and the board’s drivers. The power measurement shield works by
sampling the voltage drop across a resistor wire inline with the power supply of
the processor of the DUT. It is implemented as a shield for an ST Microelectron-
ics STM32F4DISCOVERY (STM32F4) board [STMb]. The STM32F4 is used to
process the raw data and for passing the energy and time measurements, over USB,
to the host machine. The shield can measure up to three external targets simulta-
neously, as well as measuring its own energy usage.
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Both BEEBS and MAGEEC support a variety of embedded development boards,
including the STM32F0 board which has a Cortex-M0 processor. The STM32F0
development board is ideal for energy-modeling as it exposes the power supply
of the Cortex-M0 processor through built-in measurement points. Moreover, this
board is one of the most popular Cortex-M0 development boards, and thus, it is
likely to stay in production in the future. However, the tools and techniques de-
scribed here for our energy modeling can be transferred to a variety of Cortex-M0
development boards that are provided by different vendors. Pyenergy is MAGEEC’s
host-side software that flashes the benchmarks’ executables onto the DUT and col-
lects the energy information sent by the energy-management board. Figure 3.1
shows the actual MAGEEC hardware setup and its connection to the DUT.

  

MAGEEC energy
shield

Energy management
board

Cortex-M0
Development board

Access to the processor’s
power supply

Connection to host
machine

Figure 3.1: The MAGEEC energy measurement setup connected with the DUT.

Figure 3.2 demonstrates the complete hardware and software harness used for
the energy modeling process. A script on the host machine is responsible for
orchestrating the whole process. Initially, it uses the compilation framework of
BEEBS to compile all the benchmarks for the specified Cortex-M0 development
board. Then, it calls the Pyenergy tool to flash each executable onto the DUT and
to collect the energy consumption and execution time measurements calculated by
the MAGEEC’s energy-management board. The measurements are then stored and
passed to the energy-analysis framework for the energy model creation. Different
approaches have been tested for building the Cortex-M0 energy model. These are
discussed in the following section.

Energy Modeling Analysis

Processor vendors typically do not disclose the micro-architecture specific im-
plementation details of their products. Thus, to energy-characterize the ISA of
the STM32F0 Cortex-M0, we based our decisions on the information available
from both the official documentation provided by ARM, and the vendor’s manuals.
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the Cortex-M0.

Cortex-M0 is a time-predictable architecture with each ISA instruction having a
predefined number of execution cycles. The deterministic nature of the processor
makes it a perfect candidate for modeling its energy consumption at the ISA level.
An ISA energy model is designed to give each instruction a specific energy con-
sumption value. Such an ISA-based energy model can be utilized by any energy-
consumption estimation technique that operates at the ISA-level. This includes
instruction-trace-based [KE15] and static-analysis-based estimation [GKCE17].

Since the STM32F0 development board has no cache memory, time and energy
are expected to be highly correlated, with energy consumption increasing when
execution time does. Despite this high correlation, we anticipated that not all the
execution cycles have the same energy consumption. Different instructions within
the ISA will activate different parts of the system, such as the memory and the
Arithmetic Logic Unit (ALU). Typically, in an average system, using the memory
system will consume more energy than performing an ALU operation. Account-
ing for the energy-consumption variance of different types of execution cycles is
expected to increase the accuracy of an energy model.

For our initial energy-modeling attempt, we assumed the existence of three dif-
ferent types of execution cycles that are expected to consume, on average, different
amounts of energy: the arithmetic cycles, the memory cycles, and the branching cy-
cles. Based on the Cortex-M0 technical reference manual, provided by ARM, Ta-
ble 3.1 summarizes the execution cycles for each ISA instruction. We further broke
down the execution cycles of each instruction within the ISA to their constituent
cycles, based on the three types of execution cycles defined earlier. Thus, to esti-
mate the total energy consumption of an instruction, Ei, of type i, such as an add
operation, Equation (3.4) can be used where xi1, xi2, and xi3 are the number of
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Number of Cycles Instruction

1
- All data-processing operations (without PC as
destination - ADD, SUB, MOV, NOP)
- All 16-bit Thumb branch instructions (when not taken)

2
- All single-element load or store operations (LDR/STR)
- Wait for interrupt or event (WFI, WFE)

3
- All 16-bit Thumb branch instructions (when taken)
- Data-processing operations where PC is the destination register

1/ 32 - Multiplication (MULS), depending on hardware implementation

Table 3.1: Number of execution cycles for each ISA instruction of the Cortex-M0
(source [ARMa]) assuming zero wait states [ARM09b].

arithmetic, memory, and branching cycles respectively for i, and a, b, and c are the
energy consumption costs for a single arithmetic, memory, and branching cycle
respectively.

Ei = axi1 + bxi2 + cxi3 (3.4)

Therefore, Equation (3.5) can be used to calculate the energy consumption of
an overall program execution given an instruction trace. The equation sums over
the energy consumption of all instructions within the execution trace, eTrace .

Ep =
∑

i∈eTrace
Ei (3.5)

To retrieve the energy consumption costs for the three types of execution cy-
cles, a, b, and c, we will attempt to solve Equation (3.6) using multi-linear regres-
sion analysis. Equation (3.6) is Equation (3.5) plus the model’s deviation, e.

Emp =
∑

i∈eTrace
Ei + e (3.6)

To train the above model, the BEEBS benchmarks can be used as the training
set. This requires, for each benchmark, its energy consumption and the extraction
of the total number of each type of execution cycles for the benchmark’s executed
path, let us say x1, x2 and x3. The energy-modeling setup introduced in Subsec-
tion 3.3.1 is used to extract the energy consumption of each benchmark’s execution
by performing hardware measurements. The input data provided for each bench-
mark in the BEEBS benchmark suite are used. These data typically exercise the
most common execution path of each benchmark rather than any corner cases. To
extract the x1, x2 and x3 variables for each program, the ISA instructions of the
executed path are needed.

The thumbulator, [Dav], is an open-source Instruction Set Simulator (ISS)
for the thumb (16 bit ARM) instruction set [ARMb]. After a few modifications,
we were able to use the thumbulator to extract execution traces by simulating
the execution of the BEEBS emitted binaries for the specific vendor’s Cortex-M0
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development board, the STM32F0. We then built a profiler that can parse the
thumbulator-emitted traces and extract the execution statistics needed for the
regression analysis. The profiler can report the total number of execution cycles,
the total number of each execution cycle type, x1, x2 and x3, and the execution time
for a benchmark’s binary. The profiler takes as an input the potential operating fre-
quency of the physical processor under simulation to report correct timing figures.
Executing with the standard frequency of the STM32F0 ensures that the memory
can keep up with the execution speed and no stalls are required for fetching data.

To evaluate the profiler’s accuracy, its reported execution times were compared
against the measured execution times retrieved from the MAGEEC framework, as
explained in Subsection 3.3.1. This step is vital as our energy model generation
depends on the reported number of execution cycles for each benchmark simula-
tion, and thus, on the profiler reported execution time. Some benchmarks were
excluded from the analysis because their reported execution time had significant
variation compared to hardware measurements. These could be due to some corner
cases of the processor’s timing behavior which we could not capture by using the
information available for the processor. In the future, we plan to further investi-
gate this by analyzing the timing behavior of carefully constructed benchmarks to
identify any non documented timing behavior for the processor under investiga-
tion. Such information can then be used to further tune our trace profiler. Since the
energy model will inherit any inaccuracy introduced by both the thumbulator
and the profiler, for now, it is adequate to use only the benchmarks for which we
are confident that our setup can estimate the execution time accurately. This will
allow us to explore the assumption of a correlation between the different types of
execution cycles of the processor and its energy consumption. The overall execu-
tion time estimations showed an average deviation of 7% compared to the actual
measured execution times, across the selected BEEBS benchmarks.

Having both the energy costs and the execution-cycle-type statistics for our
benchmarks, multi-linear regression can be used to train our energy model. Multi-
linear regression analysis attempts to model the relationship between the explana-
tory variables, in our case, x1, x2 and x3, and the response variable, in our case
Emp, by fitting a linear equation to the observed data, in our case the statistics and
the energy measurements collected. In this way, the unknown parameters of the
model, namely the coefficients a, b, and c and the model’s deviation constant e,
can be predicted. This will allow the estimation of the energy consumption of new,
unseen programs.

The Waikato Environment for Knowledge Analysis (WEKA [Mac]) suite of
machine learning was used the perform the multi-linear regression. The goal of
the multi-linear regression is to fit a line through the data points. For this, the
least square method is used where a line is calculated so that the squared devia-
tions of the observed points from that line are minimized. A 10-fold cross valida-
tion method is used to evaluate the performance of the regression analysis. A 10-
fold cross validation means that the training dataset is divided into 10 equal parts
(folds), then the training is performed for 10 times, where each time the model is
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trained on nine folds and tested on one. In that sense, each data point is used once
for testing and nine times for training. In the end, the results are averaged to extract
the model’s performance. The retrieved model is shown in Equation (3.7).

Emp = 0.0199x1 + 0.0205x2 + 0.1227x3 − 691.5054 (unit nJ) (3.7)

The model has a strong Correlation Coefficient (known as R) with a value
of 0.9927. In multi-linear regression, R can take values between 0 and 1, and it
measures the degree to which the independent variables are related to the dependent
variable. The closer to 1 the better the dependent variable can be predicted by
a set of independent variables. Since our independent variables, x1, x2 and x3,
represent the execution cycles of a program, the 0.9985 retrieved value of R, for
the predicted model, validates our assumption for a strong correlation between
the execution time and the energy consumption of the Cortex-M0 processor. The
model’s Relative Absolute Error (RAE) is 7%, and the Root Relative Squared Error
(RRSE) is 12%. These two metrics demonstrate how well the predicted model
performs relative to how well a simple predictor, such as the average of the actual
values, will perform. The closer to 100% means the simple predictor will perform
better in all cases from our model, and the closer to 0% means the better our model
will predict rather than the simple prediction. Despite most of the quality metrics
demonstrating good values for our model, many of the predictions turn out to have
a significant deviation from the actual energy consumption measurements.

For the construction of the model given in Equation (3.7) we assumed that the
ALU and the branching execution cycles are utilizing different parts of the pro-
cessor. This assumption is heavily depended on the actual implementation of the
processor, and it might not hold in the case of the STM32F0. Such implemen-
tation information is typically not available to the public. For example, if both
types of execution cycles use the ALU part of the processor, then these two are not
independent.

Figure 3.3 demonstrates the relationship between the measured energy con-
sumption and the total number of the execution-cycles extracted from the ISS for
each of the BEEBS selected benchmarks. The total number of execution cycles
extracted by our profiler has a strong correlation with energy consumption. Taking
this into account, energy consumption of the processor can be modeled assuming
that any variation of the energy consumption between different types of execution
cycles averages out across the whole execution of a program. This assumption
allows to use hardware measurements for both execution time and energy con-
sumption for our training and evaluation dataset. Thus, the new dataset is more
trustworthy than the one extracted by the thumbulator and the profiler for our
first energy modeling attempt. This also allows the use of all the BEEBS bench-
marks for training and validation.

Figure 3.4 plots the energy consumption and the execution time measured for
each of the BEEBS benchmarks. A line is fitted to the data-points using linear
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Figure 3.3: The energy consumption, measured by the MAGEEC framework, and
the execution-cycles extracted by our profiler for each of the BEEBS benchmarks.

regression and 10-fold validation. The new model shows that energy consumption
and execution time are perfectly correlated for the Cortex-M0 specific implemen-
tation, and thus, the energy consumption can be predicted purely based on the
execution time of a program. Equation (3.8) shows the energy model that is based
on the execution time, x1 (in seconds).

Figure 3.4: The energy consumption, measured by the MAGEEC framework, and
the actual execution time for each of the BEEBS benchmarks.

Emp = 0.0004x1 (unit J) (3.8)

Currently, this model can capture the average energy consumption of simple
embedded programs like those in BEEBS. Future, work will use the approach de-

45



scribed in Subsection 3.2.6 to attempt worst case energy consumption approxima-
tions. Although, a simple energy model based on the execution time can estimate
energy consumption with relatively high accuracy, we expect to see significant
variations when extending the scope of the benchmark programs to include bench-
marks with different types of memories being accessed; such as Flash and RAM.
Future work will therefore extend the existing energy model to account for this
variation. This will enable the exploration of different options for code placement
in different types of memories by the compiler.

Section 3.4 will discuss how the Cortex-M0 ISA energy model will be inte-
grated into the new energy consumption analysis that will be developed by AbsInt,
while Section 3.5 will discuss how the WCC is being extended by TUHH to use the
energy model information in order to optimize the energy efficiency of a program.

3.3.2 The LEON3 Energy Modeling

Energy-Modeling Approach

The LEON3 is a synthesisable VHDL model of a 32-bit processor compliant with
the SPARC V8 architecture. The model is highly configurable, and particularly
suitable for system-on-a-chip (SoC) designs. For these reasons, the LEON3 can be
implemented on many different technologies. However, the power consumption of
a device is inherently linked to its technology. This means that an energy model
of a processor must be linked to a certain technology. For obvious reasons, it is
not possible to develop an energy model of the LEON3 processor for any possible
technology in the frame of TeamPlay. In the case of TeamPlay, a certain LEON3
has been selected: the GR712RC, a state-of-the-art rad-hard SoC featuring multiple
interfaces and Dual-Core LEON3FT SPARC V8 Processor [Leo]. This processor
is widely used in the space industry.

The first approach that was taken into consideration to develop the energy
model of the LEON3 was to use an Instruction Level approach as discussed in
Subsection 3.2.2. In fact, [KE15] was taken as a reference, although the LEON3
architecture differs substantially from the XMOS XS1-L processor, where multi-
threading is hardware supported. Beyond the differences in architecture, the gen-
eral energy modeling methodology seemed suitable to develop the LEON3 energy
model.

In order to perform the power consumption measurements, the GR712RC De-
velopment Board was selected. This board provides the GR712RC SoC plus a
number of functional interfaces (SpaceWire, I2C, SPI, Ethernet, ...). Also, the
board provides access to specific pins that allow to measure the current of the
LEON3. Cobham Gaisler, the SoC provider, also delivers a debug software called
grmon that enables access to the LEON3 processor. Note, though that external
circuitry must be used to perform the measurements.

However, this option was originally discarded due to budget constraints. Not
only the board has a non-negligible cost which makes it a good option only for
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intensive use, but the debug software grmon has an associated license when it is
used with the rad-hard device (this debug software can be used license-free on non
rad-hard devices that use the LEON3). At this stage, the intention was to find a
cost-effective setup so that every partner in the project could afford to have their
own setup. For that reason, the use of the GR712RC Development Board was
dismissed.

Cobham Gaisler provides the source code (VHDL) to synthesize the LEON3
for free. This allows to easily synthesize the LEON3 on an FPGA. In such a case,
the debug software grmon can be used for free. This led to the idea of synthesiz-
ing the LEON3 on a Xilinx FPGA. Xilinx was used because their devices are used
world-wide so that it was a technology known to several partners. In particular, the
Virtex-7 FPGA VC707 Evaluation Kit was selected. This board features a Virtex-7
FPGA and a wide range of features common to many embedded processing sys-
tems. But in addition, this board provides a PMBus. This bus allows for voltage
and current monitoring at core-level. From a cost perspective, this solution was
roughly a factor of 10 cheaper than using the Gaisler board.

At this point, the approach was to synthesize the LEON3 on the Xilinx FPGA
using the same configuration that is used in the GR712RC SoC (16 KiB instruction
cache, 16 KiB data cache, floating-point unit, and so on). The next step would be to
characterize the power consumption at instruction level (as described in [KE15]).
The last step would be to correlate the measurements with the power consumption
of the GR712RC SoC.

This correlation was not obvious at all. There are important architectural differ-
ences between the Xilinx FPGA and the GR712RC. For instance, the clock trees
in both devices are fundamentally different. This was a drawback because the
power consumption in an FPGA can be strongly influenced by its clock tree. Also,
both devices are manufactured in significantly different technologies: Virtex-7 is
manufactured on 28nm process technology, while the GR712RC device is manu-
factured on 180nm process technology. In addition to this, the FF architecture in
both devices is also different. The Xilinx device is focused on reducing the power
consumption, while the FF architecture of the Gaisler SoC is mainly focused on
minimizing the sensitivity to radiation. After this analysis, it became clear that
making energy measurements on the FPGA would not be the best way to charac-
terize the power consumption of the GR712RC.

An alternative would be to perform power simulations of the GR712RC device
at the gate level. This kind of simulation is very time-consuming because each
node in the design must be simulated. However, such a simulation might deliver
the necessary data to progress with the energy model. A key element for this
simulation was the netlist of the design. Unfortunately, Cobham Gaisler, the SoC
provider, refused to provide the netlist. Thus, this approach was also dismissed.

At this stage, it became clear that it was mandatory to make some energy mea-
surements on the GR712RC itself. And yet, the idea of using the synthesized
version of the LEON3 had some advantages. As mentioned before, it provides
a cost-effective solution on a well-known technology, but the link between both
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setups was not clear yet. The answer was found in [CBD+]. In that paper, an
approach is described using performance monitoring counters. It is possible to
instrument the LEON3 with these counters, which are basically linked to certain
operations of the processor, like “LOAD” instructions, Integer instructions, Data
cache (read) misses, and so on. In the case of the LEON3, the block that imple-
ments the counter is called the LEON3 Statistics Unit (L3STAT). Cobham Gaisler
provides the source code to implement the L3STAT unit.

Unfortunately, however, the GR712RC hardware board does not implement
the L3STAT unit. Nevertheless, it is possible to synthesize the LEON3 with the
L3STAT unit on an FPGA. The basic idea for energy modeling would thus be to
run the same code on both platforms. In one case (GR712RC), the energy will
be measured. In the other case (FPGA), the values of the L3STAT unit will be
measured. Implementing and managing the L3STAT unit is extra work that must
be performed carefully to extract meaningful data from the FPGA implementation.
Finally, energy measurements and activity counters must be correlated to obtain a
model that predicts the energy consumed on the GR712RC based on the activity
statistics obtained from the FPGA implementation. As described in [CBD+], it is
possible to derive model coefficients that are associated with the different processor
operations.

In conclusion, the final approach to obtain an energy model for the LEON3 can
be summarized as follows:

1. Synthesize the LEON3 on the FPGA.

• The configuration must match the GR712RC SoC in terms of cache
sizes, cache types, multiplier width, and so on.

• In addition, the L3STAT unit must be synthesized.

2. Run SW code on the FPGA and gather statistics information.

• Activity is monitored at operation level (instructions executed, cache
misses, and so on).

3. Run the same SW code on the GR712RC and measure the power consump-
tion. The GR712RC SoC does have dedicated measurement points for mon-
itoring and measuring current consumption of the core.

4. Repeat the steps above with a number of representative SW codes (LEON3
power benchmarks).

• A number of equations will be produced correlating power measure-
ments with certain levels of activity registered in the L3STAT.

5. Solve the equations to obtain a model coefficient associated to each type of
operation that has been monitored.
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This approach has the advantage that, once the model coefficients have been
determined, it is possible to run any SW code on a cost-effective FPGA plat-
form, monitor the activity of the processor for that specific SW code, and estimate
the energy that would be consumed when this code is running on the GR712RC
SoC, purely based on the observed activity on the FPGA, instead of measuring the
GR712RC SoC directly. This is especially interesting for architectures that show
non-deterministic behavior produced by caches, like the LEON3.

Energy-Modeling Setup

In order to deliver the LEON3 [Leo] energy model, the following elements have
been identified:

• Virtex-7 FPGA VC707 Evaluation Kit [Vir] - a commercial FPGA develop-
ment board from Xilinx;

• GR712RC Development Board [GR7] - a commercial development board
from Cobham Gaisler based on the GR712RC SoC.

The Virtex-7 FPGA VC707 Evaluation Kit is a development board that pro-
vides a Virtex-7 VX485T FPGA plus a great number of interfaces and expansion
capabilities. The FPGA has enough resources to synthesize the LEON3 with the
same configuration as in the GR712RC plus the L3STAT unit.

The GR712RC Development Board is a highly configurable board that allows
to prototype systems based on the GR712RC SoC. It provides multiple interfaces
(UART, Ethernet, CAN, SpaceWire, JTAG, etc) as well as different types of on-
board memory (SDRAM, SRAM, FLASH). In addition to this, the board provides
measurement points to monitor the current consumption of the GR712 core. This
makes the board suitable to perform the energy measurements described earlier.

The two mentioned elements provide the following functionality:

• HW support to implement the activity counters to run power benchmarks.

– LEON3 will be synthesized on the FPGA including the L3STAT unit;

– Power benchmark (SW code) will be executed on the LEON3 on the
FPGA to extract activity statistics.

• HW support to run power benchmarks on the target technology.

– Power benchmark (SW code) will be executed on the LEON3 on the
GR712RC SoC.

In addition to this, the following functionalities must be fulfilled:

• Activity monitoring including synchronization
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– The monitoring of the performance must start and stop in a controlled
manner to take into account only the execution of the power bench-
mark.

• Energy measurement including synchronization

– The energy measurement must start and stop in a controlled manner to
take into account only the execution of the power benchmark.

• Computation of the model coefficients

– The results of the performance monitoring must be correlated with the
energy measurements to deliver the model coefficients.

To achieve this, additional elements must be identified. Some external circuitry
will be used to perform the energy measurements on the GR712RC board. This cir-
cuitry must allow for some type of synchronization. In a similar way, the L3STAT
unit must be controlled to guarantee that the activity is recorder properly. Finally,
the results must be mathematically combined as in [CBD+] in order to solve a
number of equations that correlate the values of the activity counters with energy
measurements.

3.4 Design of an Energy Consumption Analysis Tool

In TeamPlay we plan to implement a static energy consumption analysis tool anal-
ogously to the static WCET analyzer aiT (see Section 2.2.7). The architecture of
the future EnergyAnalyser (Figure 3.5) will be as follows:

First, the binary reader disassembles a fully linked binary input executable into
its individual instructions. Architecture specific patterns decide whether an instruc-
tion is a call, branch, return or just an ordinary instruction. This knowledge is used
to form the basic blocks of the control flow graph (CFG). Then, the control flow
between the basic blocks is reconstructed. In most cases, this is done completely
automatically. However, if a target of a call or branch cannot be statically resolved,
then the user needs to write some annotations to guide the CFG reconstruction.

On this CFG, several static analyses take place to determine the values of reg-
isters and memory cells, addresses of memory accesses, bounds of loops and re-
cursions, as well as infeasible code. Sometimes, loop/recursion bounds cannot be
computed statically. Then, the user can guide the analysis via annotations.

With this information, the energy usage analysis is started. There, the energy
model will be used to derive energy consumption estimates for each instruction.
Subsequently, the CFG together with the basic block energy information are used
to construct an integer linear program (ILP). Solving this ILP gives a path with the
highest energy consumption that can be captured by the underlying energy model.
As explained in Subsection 3.2.6, it is impractical to build a worst-case energy
model that guarantees tight worst-case energy consumption bounds; bounds that
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Figure 3.5: Components of a static energy consumption analysis framework.

are safe to be trusted and that offer minimum overestimation over the actual worst
case. Thus, future work will try to construct energy models that will provide a
balance between the required level of assurance and the degree of overestimation
for a given application, using the approach described in Subsection 3.2.6. This will
not provide safe bounds but bounds that empirically can be considered adequately
trustworthy for a specific application.

3.5 Integrating Energy Model Data into the Optimizing
Compiler

The WCET-aware C Compiler (WCC) is an optimizing C compiler targeting em-
bedded systems [?]. It automates optimizations for worst-case execution time
(WCET) by tightly integrating with a WCET analysis tool aiT from AbsInt [Absa].
As of today, WCC supports the ARM7TDMI architecture, Infineon TriCore TC1796
and TC1797. Basic support for the Infineon Aurix micro-controller family exists,
and TUHH is currently adding support for the LEON3 microprocessor.

As can be seen from the Figure 3.6, depicting the overall structure of WCC,
the compiler uses two intermediate representations, a high-level and low-level one.
The WCET analysis tool is integrated at the low-level IR, since WCET analysis
relies on processor-specific machine code. Current WCET-aware optimizations
and future ones trading time, energy and security can take place at both levels of
abstraction within the compiler. After all desired optimizations have been applied,
WCC emits the optimized assembly code accompanied by a suitable linker script
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Figure 3.6: Structure of the WCC framework.

for creating an executable.
As a part of TUHH’s early investigation into modeling energy consumption

within an optimizing compiler, an approach to integrate arbitrary energy models
and measured data into an analysis framework is presented in [RLF18]. It was
designed to allow a flexible way to model different target platforms as easy as pos-
sible. Consequently, it was decided to describe the energy behavior of the system
as structured XML data, whose format is described in the following.

Listing 3.1: XML definition of general architectural properties.

<general>
<arch>ARM7TDMI</arch>
<reg>

<id>0</id>
<hamming>

<binary>0000</binary>
</hamming>

</reg>
<reg>

<id>1</id>
<hamming>

<binary>0001</binary>
</hamming>

</reg>
<hamming>

<iaddr>
<energy>0.3</energy>

</iaddr>
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</hamming>
</general>

We define a general area via a tag <general> ... </general> that de-
scribes some generic architectural properties. This can either be meta information
like, e. g., the document creation date or time, but can also include the architec-
ture name and some other information that might not depend on a specific machine
instruction. A very simple example for an imaginary architecture is shown in List-
ing 3.1.

In this example, the tag <reg> ... </reg> is used to specify the binary
representation of registers. This kind of information might be necessary to pre-
cisely calculate the hamming distance between two subsequent instructions. The
tag structure <hamming> ... </hamming> and <iaddr> ... </iaddr>
can be used to specify energy consumptions related to the hamming distance of ad-
dresses of subsequent instructions.

Listing 3.2: XML definition of the instructions environment.

<instructions>
<case>

<opcode>ADD</opcode>
<mode>thumb</mode>
<type>arithmetic</type>
<hamming>

<binary>0010101110xxxxxx</binary>
<energy>1</energy>

</hamming>
<case>

<condition>true</condition>
<case>

<arg2>immediate</arg2>
<energy>17</energy>

</case>
<case>

<arg2>reg</arg2>
<energy>18</arg2>

</case>
<energy>20</energy>

</case>
</case>
<!-- ... Generic fallback ... -->
<energy>10</energy>

</instructions>

53



Using the tag <instructions> ... </instructions> as shown in
Listing 3.2, we can model energy consumptions of machine instructions.

The use of XML allows to easily nest specification constructs which comes
handy while describing the <instructions> environment. The machine in-
structions can be described as detailed as necessary or wanted by nested <case>
... </case> tags. As depicted in Listing 3.2, instructions can be differentiated
further at different levels of granularity like, e. g., an "ADD r0, r1, r2" and an "ADD
r0, r1, IMMEDIATE". The introduction of processor-specific additional tags is also
supported. For example, Listing 3.2 shows a tag <mode> ... </mode> that is
specific to an ARM-ish architecture.

The key advantage of using XML as exchange format for energy-related data
is that it allows to nest constructs or to provide default values if no such nest-
ing is used. Listing 3.2 shows that the energy consumption of two variants of an
ADD instruction are explicitly specified. For instructions other than ADD, the case
structure from the example code does not match so that the default energy value of
10 is actually used in such a situation. While this code example is over-simplified
and makes no sense for real energy models, it simply shows the high flexibility of
the file format, since different versions of instructions can be specified explicitly
while default values apply to other instruction scenarios. This allows to incremen-
tally add energy data for specific cases that turn out to be relevant in the course
of TeamPlay, while other cases of instructions that turn out to be irrelevant do not
have to be specified explicitly.

Listing 3.2 also shows a combination of the tags <binary> ... </binary>
and <hamming> ... </hamming>which defines the binary representation of
the instruction word. Here, an ’x’ stands for an unknown which may mask, e. g.,
register operands. During an energy analysis, these x-es might be substituted by the
real binary values that can stem from, e. g., the general section as already shown
in Listing 3.1. In this context, the tag <energy> ... </energy> specifies
the energy consumption for a hamming weight of 1 of an instruction.

Within our XML format, instructions are represented at bit-level as a sequence
of {0, 1, x, d}. As already stated above, an ’x’ bit is unknown, but the switching
of this bit matters to an instruction’s energy consumption. Likewise, a ’d’ bit is
also unknown, but the switching of this bit does not matter to the energy model.

For example,

• the hamming weight of 0011001 is 3,

• the hamming weight of 0011dd1 is 3, and

• the hamming weight of 0011xx1 is 5.

Furthermore, two subsequent instructions represented at the bit-level by 0011001
and 0011000 have a hamming distance of 1 due to one actual bit that flips. Like-
wise, the hamming distance between 00110x1 and 0011000 is 2. If, however,
we consider 0011001 and 00110d0, the hamming distance will still be 2, since
the ’d’ bit in the successor does not matter.
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Listing 3.3: XML definition of inter-instruction costs.

<instructions>
...
<case>

<opcode>ADD</opcode>
...
<succ>

<case>
<opcode>MUL</opcode>
<energy>1</energy>
<hamming>

<energy>0.7</energy>
</hamming>

</case>
<case>

<type>memory</type>
<energy>2.3</energy>

</case>
</succ>

</case>
</instruction>

Listing 3.3 shows how to model inter-instruction costs between two successive
instructions. Here, the inter-instruction cost is considered as 1 if MUL is the suc-
ceeding instruction immediately after an ADD instruction. Furthermore, for each
flipped bit in the binary representation of ADD and MUL, i. e., for each unit of the
two instructions’ hamming distance, additional energy costs of 0.7 are considered.
In the end, the complete inter-instruction cost of the instruction sequence ADD-
MUL will be calculated as 1 + (hamming_distance)*0.7, provided that the hamming
weights of these instructions are also specified (omitted in Listing 3.3 for the sake
of brevity).

The XML construct <types> ... </types> allows to from groups of
instructions having equal or at least very similar properties like, e. g., arithmeti-
cal or logical instructions. This allows to specify the energy consumption once
for a group as a whole and relieves the burden to explicitly specify each and ev-
ery machine instruction. Likewise, inter-instruction costs can simply be speci-
fied when switching from, e. g., a memory access instruction to an arithmetical
instruction. Furthermore, case tags can be extended by labels like, e. g., <case
label="addRegRegImm">. This might facilitate debugging in order to see
which case is actually used to assign energy costs to a specific machine instruction.

In the future, data gathered by energy measurements and forming an energy
model will be integrated into the WCC compiler framework using the XML-based
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Figure 3.7: Measurement setup.

infrastructure presented above. This way, WCC will be able to not only analyze
and optimize a program’s worst-case timing behavior, but also profile and optimize
its energy consumption. One of the key challenges with this is that the compiler
features different target architectures, but despite the fact that all of them are RISC
architectures, they differ substantially in their internal structures. For the time
being, we do not yet know for sure each and every core component that has to be
accounted for when it comes to tight energy estimates on these concrete targets,
motivating the need for a flexible and extensible way to specify energy data for the
compiler.

3.6 Introducing a New Measurement Setup

Additionally, a prototype measurement setup (cf. Figure 3.7) based on a com-
mon micro-controller device is presented in [RLF18] to collect realistic instruction
cost information to support early development of the energy analysis framework in
WCC. The design goal of the setup was to have a small measurement platform with
suitable precision and low error noise, while at the same time keeping the design
and production low-cost. The relatively small and simple design of the platform
allows for easy modification to modify the measurement circuit or changing the
DUT. It also reduces the risk of possible unwanted noise from other components
and leakage currents. To minimize the risk of error noise influencing the sam-
pled current, the analog signal should not be transferred over long distances and be
converted into digital values as soon as possible. For this reason, it was decided
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to integrate a dedicated analog-to-digital converter (ADC) onto the board design
itself. The measurement process is controlled by software written for this setup,
running on an ordinary desktop PC that is connected to the board via a USB-SPI
bridge module. This makes it possible to automate the process of running a col-
lection of micro-benchmarks for instruction cost characterization and validation in
the future. Having an alternative measurement setup to the MAGEEC one that is
used for the energy modeling of the Cortex-M0, see Subsection 3.3.1, is useful in
the scope of the project to cross-validate the accuracy and the consistency of our
physical energy measurements.

3.7 Summary and Future Work

During the first nine months, we created the energy modeling setup for the Cortex-
M0 architecture, and explored several energy modeling approaches. The best re-
ported energy model for the Cortex-M0 demonstrated an average energy consump-
tion estimation error of only 1% when compared to physical energy measurements,
on the BEEBS benchmark suite.

Also, different approaches to create the LEON3 energy model were investi-
gated and assessed for their feasibility. As a result, a mixed approach was proposed
were energy measurements are combined with performance monitoring statistics.

The interactions between the energy models and the various energy consump-
tion analyses and optimization tools have been established. More specifically, an
overview of the energy analysis tool that will be created by AbsInt is presented
under Section 3.4, and the architecture of the energy optimizing compiler is pre-
sented in Section 3.5. A new energy measurement setup, other than the one used
by UBRIS, has also been created by TUHH, allowing independent validation of
models and analysis results. The next steps for energy modeling under task T4.1
are:

• Use the new measurement setup to cross-validate the accuracy and consis-
tency of the energy measurement setup used for the creation of the Cortex-
M0 energy model.

• Explore the modeling of advanced features of the Cortex-M0 such as distin-
guishing between the flash and the RAM accesses.

• The reported Cortex-M0 energy model captures the average energy con-
sumption of the processor at instruction level. The approach described in
Subsection 3.2.6 will be used to further explore worst-case energy consump-
tion approximations.

• Define the final energy modeling setup for the LEON3.

• Build-up the energy modeling setup for the LEON3.
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• Synthesize the LEON3 on the Virtex-7 FPGA with the same configuration
as in the GR712RC plus L3STAT unit.

• Learn to manage the L3STAT unit of the LEON3.

• Identify a suitable set of power benchmarks for the LEON3.

• Define a framework to synchronize the performance monitoring (and energy
measurement) with the power benchmarks.

• Perform the analysis to compute the model coefficients of the LEON3.

• Integrate the energy models into the various energy consumption analysis
and optimization tools that are being developed for this project.

• Test and calibrate the performance of our energy models on the relevant use-
cases.

Note that energy modeling of advanced architectures, such as the ARM Cortex-
A15 processor, are part of task T4.3.
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Chapter 4

Security Modeling in TeamPlay

4.1 Introduction

A significant body of work has been done on security modeling in a high-level,
theoretical way, especially around 2000. This was however not really connected
to real implementations validating the approaches from the practical point of view.
An even more important body of work tackled security modeling related to infor-
mation leakage and side channel attacks. There, the proximity with hardware made
concrete realizations more frequent, even developing a market.

4.1.1 Objectives

• Explore formalizing security properties, to enable reasoning and manipulat-
ing them, in order to design prototype security models

• Explore connecting these security models to security metrics, especially wrt.
energy measurements and information leakage for Side Channels Attacks
modeling.

Section 4.2 p.59 provides some background on the probing and evaluation of
security properties, in order to address the first objective. This is necessary because
measuring the security properties is quite new, so they have to be introduced before
section 4.3 p.66. In that section, we give an overview of “state of the art" models
for these properties, in order to lay the foundation for the future design of proto-
type security models. Section 4.4 p.79 corresponds to the third objective, and we
investigate how these models for security properties may lead to practical metrics.
Finally, we conclude at section 4.5 p.84.

4.2 Background

Measuring security, unlike measuring other more common non-functional proper-
ties like time or energy, is still very much in its infancy. For example, time is of-

59



ten measured in seconds (or divisions thereof), but security has no widely agreed,
well-defined measurement. It is thus one goal of this project, especially for SIC
and INRIA, to design (necessarily novel) security measurements, and have them
implemented as much as possible throughout the set of development tools.

Measuring security by only one value however seems impossible or may be
meaningless. More precisely, if security could be defined overall by only one mea-
surement, the latter would be a compound (i.e. an aggregation) of several more
specialized measurement. Indeed, security encompasses many aspects of interest.

In that line of reasoning, Ryan [Rya00] notices that the word “security" may
mean secrecy / confidentiality, integrity (correctness of data) or availability (re-
silience to denial-of-service attacks), as opposed to safety, which only grants that
a system will not perform an undesirable behavior.

Moreover, industrial frameworks such as Common Criteria (ISO 15408) define
a set of metrics and methodologies to assess security level of devices with a sig-
nificant level of confidence from the 90’s until nowadays. A point of view on this
particular framework is that it provides a model of the attacker rather than a model
of the security of the device itself. Actually, the evaluator of an ITSEF1 behaves
like a perfect, very well informed and powerful hacker.

For the moment, we are investigating the following measurements for secu-
rity. This list is not final, and could evolve over the course of the following
months. Other measurements may be of interest, like the attack surface measure-
ment (although a precise definition has to be provided) or the minimal cost of
attack [KMY10].

In this section, we introduce different measurements (probing or evaluations)
for security properties, in order to detail in section 4.3 p.66 how such measurements
can be modeled.

4.2.1 Measuring Communication Properties

By allowing communications between different systems, security properties should
be guaranteed in order to prevent low-level users from determining anything about
high-level users activity, or in the case of public communication channels in a
hostile environment, to evaluate vulnerability to intruders performing attacks on
communications.

In this subsection we introduce some evaluations of security properties regard-
ing communications between different systems:

1. By using an information-flow policy (e.g. high- and low-level users) and
studying traces of user inputs, confidentiality (sometimes called secrecy)
properties like non-interference (and many) variants are introduced p.61.
A partial ordering of these security properties can be used to measure the
level of confidentiality, and unwinding techniques make this static evalua-

1Information Technology Security Evaluation Facility
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tion more tractable. Moreover, the rules of the information-flow policy are
inverted p.62, in order to obtain similar measurements for integrity of data.

2. Vulnerability p.62 captures how a system is sensible to attacks on commu-
nications (e.g. stealing or faking information on a public channel). The
system and the hostile environment are modeled by process algebras. With
the appropriate conditions, the quantification over a family of intruders can
be restricted to only the most powerful one, which can be constructed, hence
enabling static evaluation by existing model-checkers.

These measurements and evaluations of security properties regarding commu-
nications between different systems will be modeled in subsection 4.3.1 p.66.

Confidentiality, or Secrecy

Confidentiality is used for Multi-Level-Secure (MLS) policies, where the security
levels form a lattice. For example, in the BLP model [BL76] the information-flow
policy is captured by two rules: a subject is allowed read access to an object with
equal or lower clearance (No read up) and a subject is allowed write access to an
object with equal or higher clearance (No write down). Introducing exceptions is a
task assigned to "trusted subjects".

Usually, the purpose of security properties is only to prevent low-level users
from determining anything about high-level users activity. Note that this common
architecture of high and low level users is only the simplest non-trivial lattice.
In this framework, every channel by which subjects can access objects must be
identified.

To address covert channels, Goguen and Mesenguer proposed [GM82] the idea
of Non-interference (for deterministic systems): for any possible history (traces) of
inputs to the system and next input, the output visible to low-level users is the same
as without the high-level inputs. But non-interference is a very abstract view of the
system, without consideration for execution time nor probability (only whether the
interference is possible or not). Moreover, it characterizes the absence of causal
flows, but not of informations flow, which may be too restricted.

Non-interference is not very tractable (from a verification point of view) as
it involves quantification over all possible histories of the system. Goguen and
Meseguer introduced the notion of unwinding a non-interference property, which
means to replace the original formulation with conditions on state transitions. Ryan
showed [Rya00] that this notion is equivalent to bisimulation.

Moreover, the Non-interference property has many variants: generalized non-
interference (to non-deterministic systems), non-deducibility (on outputs, on com-
positions, etc.), non-inference, restrictiveness, forward correctability, non-deducibility
on strategies, trace closure properties, McLean’s selective interleavings, agree-
ment, etc.

Zakinthinos and Lee [ZL97] express a possibilistic (vs probalistic) security
property as a predicate that is true for every set containing all the traces with the
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same low level event sequence. They construct a partial ordering of these proper-
ties, including their perfect security property which is the weakest property such
that no information can flow from high level users to low level users.

This partial ordering is of particular interest, because it may lead to a mea-
sure of level of confidentiality. Unwinding (or bisimulation of processes for) these
properties may make this measure tractable, and statically verified for the intended
systems.

Integrity of Data

According to Ryan [Rya00], the rules of the BLP model (see section 4.2.1) can
be inverted in the Biba model [Bib77] for integrity (instead of security) levels: a
low-integrity subject cannot alter an object whose integrity is higher.

Therefore, any progress in the confidentiality measurement may indirectly lead
to progress for data integrity.

Vulnerability

A security property should be satisfied even in the presence of a hostile environ-
ment, so this measurement focuses on attacks on communications: stealing or fak-
ing information on a public channel.

Focardi and Martinelli [FM99] use a process algebra (a variant of CCS, see sec-
tion 4.3.1), where a process can deduce new messages based on its initial knowl-
edge and on public communications. Instead of checking a system against all the
possible intruders (which is not tractable), they prove under some conditions that
it can be checked only against the most powerful intruder. In particular, these con-
ditions are met for trace-based properties, which thus can be statically checked.

Usual security properties can be reformulated in this framework, which ties the
confidentiality and the vulnerability measurements. In the same line of reasoning,
Ryan defines [Rya00] in a process algebra (CSP, see section 4.3.1) that two pro-
cesses are may-testing equivalent if they may pass the same tests, that can be seen
as experiments performed by the environment (or a low-user). This allows him to
define a may-testing non-interference property, which is equivalent to Johnson and
Wittbold’s Non-Deducibility on Strategies [WJ90], and similar (given restrictions
or generalizations) to other security properties.

Therefore, process algebras allow us to formalize different properties on vul-
nerability to intruders, and with the appropriate conditions to restrict the quantifi-
cation over a family of intruders to the most powerful one, which should be con-
structed. Statically checking the system against this top-intruder may be tractable
by using existing model-checker (like FDR for CPS, see section 4.3.1).

4.2.2 Measurements for Side-Channel Attacks

A side-channel is a way of transmitting informations (purposely or not) to another
system out of the standard (intended) communication channels. Side-channel at-

62



tacks rely on the relationship between information leaked through a side-channel
and the secret data to obtain confidential (non-public) information.

In this subsection we introduce some measurements and probing regarding
communications side-channel attacks:

1. Entropy p.63 captures the uncertainty of the attacker about the secret key.
The attacker must be able to extract information about the secret key through
side-channel measurements. This is captured by the attacker’s remaining
uncertainty value, which can be computed by using heuristic techniques. The
attacker must also be able to effectively recover the key from the extracted
information, which is expressed by the min-entropy leakage, and refined by
the g-leakage of a gain function.

2. The power consumption of a cryptographic device can be analyzed to ex-
tract the secret key. This is done p.64 by using several techniques: visual
examination of graphs of the current (Simple Power Analysis), by exploiting
biases in varying power consumption (Differential Power Analysis), or by
using the correlation coefficient between the power samples and hypotheses
(Correlation Power Analysis).

3. Usual security properties guarantee only the input-output behavior of a pro-
gram, and not its execution time. Closing leakage through timing is done
p.65 by disallowing while-loops and if-commands to depend on high secu-
rity data, or by padding the branches so that the external observer cannot
determine which branch was taken.

4. Finally, the correlation between the patterns of the victim’s execution and
the attacker’s observations is formalized p.65 as a metric called the Side-
channel Vulnerability Factor, which is refined by the Cache Side-channel
Vulnerability for cache attacks.

These measurements and metrics for security properties regarding side-channel
attacks will be modeled in subsection 4.3.2 p.69.

Entropy

Entropy corresponds to different notions of resistance against brute-force guessing,
and reflects uncertainty about the secret key.

Side-channel attacks against cryptographic algorithms aim at breaking cryp-
tography by exploiting information that is revealed by the algorithm’s physical
execution. An attacker must be able to extract information about the secret key
through side-channel measurements, and must be able to effectively recover the
key from the extracted information.

When key recovery from available information is feasible, the security of a
system depends entirely on the first factor, called the attacker’s remaining uncer-
tainty, which represents the quantity of information that an adaptive attacker can
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extract from a system. Köpf and Basin [KB07] present a model for deterministic
systems to express this measurement, and provide algorithms, (exponential) com-
plexity bounds, and propose two heuristic techniques that reduce this complexity
and thereby allow us to estimate a system’s vulnerability. This approximation has
been computed using Haskell, and experimentations have been conduced using
Gezel [SS00], a hardware description language, to simulate circuits.

Min-entropy leakage is a leakage measure based on the amount by which a
channel increases the vulnerability of a secret to being guessed correctly in one
try by an adversary. Alvim and al [ACPS12] extends the min-entropy model of
quantitative information flow, by introducing g-leakage, where the benefit that an
adversary derives from a certain guess about a secret is specified using a gain func-
tion g. This allows to model scenarii where the adversary benefits from guessing
a value close to the secret, guessing a part of the secret, guessing a property of the
secret, or guessing the secret within some number of tries. Therefore, automated
tools may be constructed in order to evaluate the benefit obtained by the attacker,
in different scenarios.

Information Leakage through Power

Power analysis is a form of side channel attack in which the attacker studies the
power consumption of a cryptographic hardware device. The attack can non-
invasively extract cryptographic keys and other secret information from the device.

Simple Power Analysis (SPA) involves visual examination of graphs of the cur-
rent used by a device over time [KJJ99]. Variations in power consumption occur as
the device performs different operations. The sixteen rounds of the Data Encryp-
tion Standard (DES) encryption, ten rounds of the Advanced Encryption Standard
(AES) [Man02], or the squaring and multiplication operations in Rivest-Shamir-
Adleman cryptosystem (RSA) implementations can often be distinguished by ob-
serving the power consumption taken with standard digital oscilloscopes.

Differential Power Analysis (DPA) is a more advanced form of power analysis,
which exploits biases in varying power consumption of microprocessors (or other
hardware devices) while performing operations using secret keys. This attack al-
lows an attacker to compute the intermediate values (which are related to secret
key information) within cryptographic computations through statistical analysis of
data collected from multiple cryptographic operations

Correlation Power Analysis (CPA) [BCO04] is another historical trend that
proposes to use the Pearson correlation coefficient between the power samples and
hypotheses, and is used in many works up to now (e.g. [CKN01, MS00, Osw03]).

The number of flipping bits during a transition from state to state is modeled
p.72 by the Hamming distance, which is correlated with the measured power con-
sumption. Moreover, the number of measurements needed for key extraction is
modeled p.73 by using the empirical success rate.
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Information Leakage through Timing

Most of the work on secure information flow uses the non-interference condition,
which cannot prevent information leakage through time, because the property only
considers the inputs and outputs of a program.

To close leakage through nontermination, Volpano and Smith [VS97] enforce a
condition of termination agreement, where both the termination behavior and low
output of a secure program are independent of the high inputs. Practically, this was
done by disallowing looping conditions to depend on high security data.

But [Aga00] this type system is too restrictive to be of any practical use because
it requires the condition of both while-loops and if-commands to be of lowest secu-
rity. With this restriction, high data can only be copied around and passed to (total)
primitive operators, which means that only programs that are essentially parametric
in their high inputs are considered secure by the type-system.

Thus, Agat relaxed this restrictiveness by assuming that a secure program may
safely branch on high data as long as the external observer cannot determine which
branch was taken. This is done by padding the branches of high if-commands
with dummy instructions so that they get the same timing and otherwise externally
observable behavior.

Side-channel Vulnerability Factor

Side-channel information leakage can be characterized by recognition of patterns
through the channel, so Demme and al [DMWS12] propose to compute a Side-
channel Vulnerability Factor (SVF), which is the correlation between ground-truth
patterns and attacker observed patterns.

But the victim’s execution and the attacker’s observations cannot be directly
compared since they represent different things. For instance, the authors examine
the effect of cache design choices on the cache’s vulnerability to side channels by
recording (for the attacker) the load times to scan the entire cache, and (for the
victim) the touched memory locations.

Instead, the authors look for patterns in each trace by computing a similarity
matrix (see subsection 4.3.2 p.76 for each trace. The SVF is defined as the Pear-
son correlation coefficient obtained by comparing the coefficients of the similarity
matrices for the attacker and the victim.

Zhang and al [ZLCL13] reviewed the SVF metric, criticizing its scope, defini-
tion and measurement, and propose their corrected metric: the Cache Side-channel
Vulnerability (CSV, see subsection 4.3.2 p.76 for the computation). They notice
that SVF can not distinguish the differences between public and secret information
of the system, which may lead to some misleading conclusions.

According to their measurements, Zhang and al conclude that CSV (unlike
SVF) is realistic, consistent and instructive. Therefore, CSV appears to be a good
refinement of SVF, but for a particular case (cache attacks).
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4.2.3 Algorithmic/Cryptographic Strength

In cryptography, the first attempt to define a cryptography strength was provided by
August Kerckhoff in 1883. His principle is the following: A cryptographic scheme
should be secure even if the attacker knows all details about the system, with the
exception of the secret keys. In particular, the system should be secure when the
attacker knows the encryption and decryption algorithms.

In modern cryptography, the security level (or security strength) is given by
the work factor. The work factor of a cryptographic algorithm is related to its key-
length and the number of operations necessary to break a cryptographic scheme
[PP10]. For example, if the brute force attack method is used to break the sys-
tem (trying all possible combinations of the key), then the work factor is directly
proportional to the length of the key.

An algorithm is said to have a "security level of n bits" if the best known attack
requires 2n steps. This is a quite natural definition because symmetric algorithms
with a security level of n have a key of length n bits.

The relationship between cryptographic strength and security is not as straight-
forward in the asymmetric case. To illustrate this purpose, one can compare in
table 4.1 p.79 for a given security strength, e.g. 128, the corresponding key-length
for AES (the most commun symmetric scheme, column 2) and for RSA (the most
popular asymmetric scheme, column 4), namely 128 and 3072 bits.

Moreover, for symmetric algorithms, a key-length of 128 bits provides an esti-
mated long term security (i.e. several decades in the absence of quantum computer)
regarding brute-force attacks. To reach an estimated long term security even with
quantum computers, a key-length of 256 bits is mandatory.

The modeling of cryptographic strength is detailed in subsection 4.3.3 p.78.

4.3 Security Modeling

4.3.1 Modeling Communication Properties

In subsection 4.2.1 p.60 we introduced some evaluations of security properties re-
garding communications between different systems (confidentiality, integrity of
data, and vulnerability).

In this subsection we formalize security properties regarding communications
between different systems:

1. There exists two historical trends for process algebras (from Calculus of
Communicating Systems and Communicating Sequential Processes) detailed
p.67. These can model message handling, cryptography, security properties
and policies.

2. Min-entropy leakage and min-capacity formalizes p.68 how much a channel
increases the vulnerability of a secret of being guessed correctly in one try
by an adversary. They are extended by using gain functions, which model
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a wide variety of scenarii. Moreover, they point towards a generalization of
the lattice of information to the probabilistic case, which will be useful to
compare channels strength.

Process Algebras

Process algebras include different formalizations, like:

1. Calculus of Communicating Systems (CCS) [Mil80], its successor the pi-
calculus [Mil93], then the spi-calculus [AG97] and nowadays the applied
pi-calculus [AF01]

2. the original Communicating Sequential Processes (CSP) [BHR84], then its
most recent version in [Ros97] (revised to 2005)

Notice that both models may use a LTS representation (Labelled Transition
System) [Jau10], a process is a collection of nodes, where a directed arc with la-
bel µ between two nodes represents the possibility of a transition between them
associated with the event µ.

Moreover, remind that we introduced p.61 confidentiality (or secrecy) prop-
erties like non-interference (and many variants), and we introduced vulnerability
p.62, which captures how a system is sensible to attacks on communications. Usual
confidentiality and vulnerability properties can be reformulated in the process al-
gebra framework, which ties these evaluations.

1. Focardi and Martinelli use [FM99] a CCS variant called Cryptographic Se-
curity Process Algebra (CryptoSPA) with a new term to model message han-
dling and cryptography. They provide a definition of Non Deducibility on
Compositions (NDC), where the only difference with the original model is
that the knowledge of the intruders is bounded by the initial knowledge.
Then they prove a static characterization of NDC, and notice similarities
with the problem of module checking in temporal logic.

Some tools are available for the applied pi-calculus, like ProVerif (from
Bruno Blanchet in 2002, last stable version in 2015) for automated reasoning
about the security properties found in cryptographic protocols, or Cryptyc, a
cryptographic protocol type checker.

2. CSP was originally developed by Hoare, Roscoe and Brookes [BHR84],
to reason about concurrent systems interacting via hand-shake communica-
tions. Asynchronous communications are represented in CSP by introducing
a medium with which the processes interact synchronously but which may
delay or even lose messages.

Notice that CSP already has a model-checker: FDR (Failures, Divergences
and Refinement). The first version has been marketed by Formal Systems
Europe Ltd, the second and third versions by the University of Oxford. For
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other tools, the Adelaide Refinement Checker (ARC) is a CSP refinement
checker developed by the Formal Modeling and Verification Group at The
University of Adelaide, and Process Analysis Toolkit (PAT) is a CSP anal-
ysis tool developed in the School of Computing at the National University
of Singapore, which is able to perform refinement checking, LTL model-
checking, and simulation of CSP and Timed CSP processes.

Ryan presents [Rya00] a process algebraic approach (in a CSP style) to the
modeling of security properties and policies. Traces are the simplest de-
notational semantics for process algebras, but finer models can be used (in
particular to deal with non-determinism) like failures, and ready sets.

CSP is effective at capturing many of the properties of concern, but Ryan
had to introduce constructs usually regarded as outside conventional CSP.
By using the LTS representation, Ryan had formulated non-interference in
CSP in a way which takes account of non-determinism (thus, more suitable
for non-deterministic system analysis) and dispenses with any distinction be-
tween inputs and outputs (thus, no error as a result of incorrectly categorizing
events).

Information-Theoretic Channels

Min-entropy leakage is a leakage measure (see Entropy in section 4.2.2) based
on the amount by which a channel increases the vulnerability of a secret of be-
ing guessed correctly in one try by an adversary. The min-capacity is the max-
imum min-entropy leakage over all (prior) distributions, which is easy to calcu-
late [BCP09] and is realized on a uniform prior.

Implicit in the usual definition of prior and posterior vulnerability is the as-
sumption that the adversary benefits only by guessing the entire secret exactly,
which is not always appropriate. For this reason, Alvim and al [ACPS12] intro-
duce a generalization of min-entropy leakage, called g-leakage, and a g-capacity.

A gain function g models the benefit that the adversary gains by making a cer-
tain guess about the secret. They model a wide variety of scenarii, including those
where the adversary benefits from guessing a value close to the secret, guessing a
part of the secret, guessing a property of the secret, or guessing the secret within k
tries.

They prove that min-capacity is an upper bound on Shannon capacity [CT06a]
and on g-capacity for any gain function g. In particular, while allowing more than
one guess obviously increases both the prior and posterior vulnerabilities, Alvim
and al prove that the capacity of a channel under the k-tries scenario is no greater
than its capacity under the 1-try scenario (i.e. its min-capacity). In a way, that ca-
pacity bounds address the conservation of confidentiality, while prior vulnerability
addresses its creation, involving parameters like the sizes of passwords and their
prior distribution.

Every deterministic channel C induce a partition ∼C of the input space, such
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that x1 ∼C x2 iff C(x1) = C(x2). Yasuoka and Terauchi [YT10] and Malacaria
[Mal11] proved that the ordering on channels for leakage (for any measure: min-
entropy, Shannon or gain functions) is equivalent to the ordering on partition refine-
ment: C1 v C2 iff ∼C2⊆∼C1 , thus obtaining an objective lattice of information
for channels.

Alvim and al proved that the ordering on partition refinement (which makes
sense only for deterministic channels) is equivalent to an ordering on composition
refinement (which makes sense also for probabilistic channels). Thus they tried to
extend Yasuoka, Terauchi and Malacaria’s equivalence to probabilistic channels.
They prove that the ordering on composition refinement implies the ordering for
leakage, but they have been able to prove the converse only in (substantial) special
cases.

This lattice of information approach may be useful in order to compare chan-
nels strength, and the generalization to the probabilistic case appears necessary
for any practical purpose dealing with non-determinism. Moreover, gain functions
allow to discriminate between channels depending of the relevant scenario, thus
appear to be a useful and adaptable tool for analysis.

4.3.2 Modeling for Side-Channel Attacks

In subsection 4.2.2 p.62 we introduced some measurements and metrics regarding
side-channel attacks (entropy, information leakage through power or timing, side-
channel vulnerability factor).

In this subsection we formalize security measurements regarding communica-
tions side-channel attacks:

1. We introduce p.70 a taxonomy for low-level attacks, distinguishing fully in-
vasive, semi-invasive and non-invasive attacks for security modeling. More-
over, according to the previous categorization, we describe p.71 SIC exper-
tise on methodology for attacks, and on modeling different sources of leak-
ages.

2. We define p.72 the Hamming distance between a constant machine word and
the actual data, to model the power consumption of a chip, hence studying
the correlation between the secret key and the measurements of information
leakage through power p.64. Moreover, we use p.73 the Hamming weight of
the substitution box operation to model the number of measurements needed
for key extraction.

3. The similarity matrices model the victim’s execution and the attacker’s ob-
servations. The Side-channel Vulnerability Factor introduced p.65 is the
Pearson correlation coefficient obtained by comparing these matrices. This
lead us to a future investigation p.80. We detail also how to compute this
metric, and how it can be refined for cache attacks to obtain the Cache Side-
channel Vulnerability.
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4. Finally, we investigate p.77 some countermeasures against side-channel at-
tacks, like blinding or masking. We explore also other models, for algorith-
mic/cryptographic strength p.78, or security goals p.78.

Taxonomy

Low-level attacks can be categorized in three kinds:

1. Fully invasive attacks observe the device, possibly in a destructive manner;
the goal is to understand the algorithms and the control-flow logic, and to
extract secret data if any;

2. Semi-invasive attacks may require a device opening, but those never break
it, as the attacks consist in perturbing the device under operation, and in
studying the erroneous values it produces under stress:

3. Non-invasive attacks consist in mere observation of the device, most usually
without damaging it.

Hence, attack modeling can be described in these three contexts:

1. Fully invasive attacks can be successful if some data can be read out di-
rectly. However, usually, data is present encrypted in chips. In this case, the
direct read-out is impossible. But chip modification (also known as "circuit
edition") can be carried out to bypass protections.

This is generally the case if there is a Single Point Of Failure (SPOF). Such
SPOF can be cut or strapped by a FIB (Focused Ion Beam) attack. For this
reason, sensitive signals regarding the "Root-of-Trust" are redounded. The
redundancy level is referred to as the security order.

The more wires have to be strapped at once, the more complex the attack is.
Indeed, when the circuit is protected by an active shield, this later shall be
reconstructed anew before the circuit is powered on after the attack.

2. Semi-invasive attacks consist in dynamic logic perturbation. Coding tech-
niques can detect errors, with a limit on the error Hamming weight (see
subsection 4.3.2 p.72 ).

Still, exploitable errors have a low Hamming weight, since the enumeration
of possible errors is computationally easier to carry out. Therefore, one usu-
ally refer to the number of faulted bits as the security parameter of the attack.

3. Observational side-channel attacks. Here, many attacks variants are possi-
ble.

Single trace key extraction is possible if the algorithm data-flow depends on
the secret. Such attacks, declined in many variants (Single Power Analysis
p.64, cache-timing attack p.65, etc.) can be devastating, since empowered
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by machine learning techniques (such as supervised or even unsupervised
machine learning). If the traces are "so-called" aligned, then only vertical
attacks, exploiting values are plausible.

Those consist in analyzing the degree of dependency of the instant leakage(s)
with the sensitive variables. Two models exist: the so-called "bounded mo-
ment leakage" and the "perfect masking order" (aka "probing") models. The
first one comprises countermeasures (more details p.77) such as hardware
(parallel) masking whereas the second one is tailored for software masking.

The common point between the two models is that the attacks become ex-
ponentially difficult as the noise increases. Indeed, without noise, random
masks can be readout almost perfectly, whereas with high noise only noise
random properties can be leveraged from the statistical (long term) proper-
ties of the noise. Such metrics are for instance detailed in the recent survey
paper [CG18].

Methodology for Attacks

1. Regarding fully invasive attacks, the methodology is considered "bespoke"
(see definition in CCRA [Com13]), hence is proprietary (secret).

Fully invasive attacks are modeled as the identification of SPOF (see the
taxonomy p.70). SIC has developped a tool, called Virtualyzr, which detects
SPOFs in geometrical description of circuits (GDSII format)

Regarding semi-invasive attacks and non-invasive attacks, the methodology
consists in two steps. First of all, there is an experimental phase to detect whether
some data-dependent effect can be induced or observed. In a second step, the bias
(if any) is tested for exploitability:

2. For semi-invasive attacks, the initial step consists in setting up an experi-
ment where the computation can be disturbed. Then, in a second step, it is
checked whether the disturbance can lead to an advantage for the attacker.
This can be skipping a signature / PIN / etc. verification, inducing a fault in
a cryptographic algorithm for the preparation of a differential fault analysis
(introduced p.64), etc.

Semi-invasive attacks are modeled by the Analyzr tool as the reverse-engineer
of the primary effect in the dataflow for faults. Subsequently, the propaga-
tion is studied in a view to perform attacks such as that of Giraud (when
faults are bitflips), Piret (which faults affect only single bytes) and NUEVA
(when faults bias bytes).

3. For non-invasive attacks, the initial step consists in "leakage detection",
which consists in tests such as "NICV" or "T-test", which reveal a data-
dependency between observations and sensitive data. Such tests do work
even if the secrets are unknown. The second step consists in identifying a
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distinguisher able to turn the detected leakage into a successful key recov-
ery. SIC is leading the international standardization of the non-invasive test-
ing, through projects ISO/IEC 20085 parts 1 and 2, carried out in ISO/IEC
JTC1/SC 27/WG3.

Non-invasive attacks require the knowledge of the signal-to-noise ratio of the
leakage. This is easily estimated as the variance of the traces when user-data
is kept constant divided by the variance of the traces when use-data are ran-
dom. The security is deduced by studying the number of traces to recover the
key which known confidence level, as per [BDGN14]. Such measurement-
driven modeling applies both for cryptographic hardware (Analyzr tool) and
cryptographic software (Catalyzr tool).

Different sources of leakages are linked to behavior of the target. Measure-
ments gather activities from sensitive data that leak and other activity associated to
functional operation. The attacker challenge deals with separating leakage sources
from other sources that just provide unformal data, which could be called noises.
The attacker challenge is to merge known behavior with activity measurements.
Merging is intended to find correlation between known input or output and the
measurement.

Such data fusion, can be seen as data-mining of leakage in noisy measurement
managed by known data. Different approaches have been built since the last two
decade. Most of them are leakage model oriented, but new attack is leakage-free.

Leakage model oriented need a mathematical model of the leakage. This model
is intended to make hypothesis on the vulnerable intermediate value of the algo-
rithm. Statistical analysis uses this model to classify good from bad hypothesis
value. Then a distinguisher like CPA, DPA, VPA, ZPA. . . provides a selection
function to identify the best hypothesis. Secret data is the retrieved.

However, leakage model-oriented attack needs to build this model. This im-
plied human expert contribution and the model could miss leakage or worth could
focus on bad leakage.

The new approach does not require a leakage model because it will learn such
model from the target itself. This approach works in two steps: first the attacker
uses a flexible target which can be fully configured to make the attack algorithm
learn its behavior (profile), secondly the attack algorithm uses learning data to
distinguish sensitive information from measurements of the final target. Such new
approach is based on machine-learning technics. The most known and used by
attacker is the template attacks.

Hamming Distance Consumption

According to [BCO04], the Hamming weight H(D) of a binary dataD is the num-
ber of bits set to 1. In a m-bit microprocessor, 0 ≤ H(D) ≤ m, and if D contains
m independent and uniformly distributed bits then the whole word has an average
Hamming weight µH = m/2 and a variance σ2H = m/4.
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A microprocessor is modeled as a state-machine, and the current consumed
is related to the energy required to flip the bits from one state to the next. The
reference state is a constant machine word R. Finally, it is assumed that switching
a bit from 0 to 1 or from 1 to 0 requires the same amount of energy and that all the
machine bits handled at a given time are perfectly balanced and consume the same.

The number of flipping bits to go fromR toD is the Hamming distanceH(D⊕
R) between D and R, where ⊕ is the XOR operation. Thus, if D is a random
variable so is D ⊕R, and H(D ⊕R) has the same mean µH = m/2 and variance
σ2H = m/4 as H(D).

By assuming a linear relationship a between the current consumption andH(D⊕
R), and all the remaining things (assumed independent from the other variables,
like offsets, time dependent components, and noise) in the power consumption of
a chip are assigned to a term denoted b, the basic model for the data dependency
can be written:

W = aH(D ⊕R) + b

This implies some relationships between the variances of the different terms
considered as random variables: σ2H = a2σ2H + σ2b . Thus, the correlation factor
ρWH between the Hamming distance and the measured power is:

ρWH =
a
√
m√

ma2 + 4σ2b

If the model is valid the correlation factor is maximized when the noise vari-
ance σb is minimum, so the correlation factor ρWH can help to determine the refer-
ence state R. Let R be the true reference, H = H(D ⊕R) the right prediction on
the Hamming distance, R′ be a candidate value, and H ′ = H(D ⊕R′) the related
model. Then, if R′ has H(R⊕R′) = k bits that differ from R, the correlation test
leads to:

ρWH ′ = ρWH
m− 2k

m

In absolute value (or if the linear gain is assumed positive), there cannot be any
R′ leading to a higher correlation rate thanR, hence the uniqueness of the solution.

Notice that using a constant-weight code can reduce the leakage of information
about the Hamming weight of the secret value. This “balanced design" can be ap-
proximated in software by manipulating both the data and its complement together,
or by using Fredkin gates2 In particular, this approach may be useful for FPGAs.

Modeling the Number of Measurements Needed for Key Extraction

Because the adversary’s monitoring is normally passive and non-invasive, power
analysis attacks cannot generally be detected by a device. As a result, physical en-

2They are universal, which means that any logical or arithmetic operation can be constructed
entirely of Fredkin gates.
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closures, auditing capabilities, and attack detectors are ineffective. Instead, cryp-
tosystem engineers must ensure that devices’ power variations do not reveal infor-
mation usable by adversaries.

Heuser and al [HKSS11] use a method based on the stochastic approach to
evaluate a power-leakage model. An approximation of the leakage function re-
quires a high number of power measurements. They investigate the case where the
leakage function fulfills a symmetry condition, which makes it possible to perform
less measurements for obtain the leakage function approximation.

In case of symmetric block ciphers like AES or DES, typical targets are oper-
ations in the first or last round of the cipher. Here, the amount of diffusion is still
low and part of the (round)key can be enumerable in a reasonable amount of time.

For example in case of AES, many attacks/works (e.g. [CDD+14]) target the
output of the substitution box (Sbox):

Sbox((t⊕ k∗)), (4.1)

with t ∈ F8
2 being a plaintext byte and k∗ a secret key byte. As k∗ is unknown an

attacker will build hypotheses using k ∈ F8
2, i.e.

Y (k) = Sbox((t⊕ k)), (4.2)

and relates these hypotheses Y (k) with the measured power consumption.
When targeting the first round of a block cipher (e.g. AES, DES) the most

exploitable leakage measurements X are arising from an S-box lookup operation.
A simplified view, but commonly used for side-channel analysis, assumes that the
measured leakage X arises proportionally to the Hamming weight of the Sbox
operation as

X = α · HW(Sbox[P ⊕ k?]) +N, (4.3)

whereN is independent additive Gaussian noise with variance σ2, k? one chunk of
the secret key (first round key or master key), P a plaintext chunk (byte or nibble),
and α is a scaling factor. In case of AES a chunk would be one byte.

The optimal distinguisherD(k) in case the leakage is known in a direct scale3 [HRG14]
and the noise is Gaussian is defined as

D(k) = −(X − αY (k))2, (4.4)

where Y (k) is the predicted intermediate state depending on a key guess k. More
precisely, when considering the S-box output in the first round (see Eq. (4.3))

Y (k) = HW(Sbox[P ⊕ k]), (4.5)

whereas when attacking the last round we have:

Y (k) = HW(Sbox−1[C ⊕ k?]). (4.6)

3The scaling factor α is known or well enough approximated.
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From Eq. (4.4) using the maximum likelihood rule an attacker predicts the secret
key guess, we have:

k̂ = argmax
k

D(k). (4.7)

The most common measure for practical side-channel evaluation of block ci-
phers is the empirical success rate SR which is the probability of success given a
certain amount of leakage measurements. Interestingly, the authors in [GHR15]
showed that for any side-channel attack the SR can be modeled using a first-order
exponent (SE) [CT06b], i.e. there exists a constant SE such that4

1− SR ≈ exp(−q · SE), (4.8)

where q is the number of traces for the expected success rate to be equal to SR.
Now, the first-order exponent SE for the optimal distinguisher takes the follow-

ing form [GHR15]

SE = min
k 6=k?

1

2

κ(k?, k)2

κ′′(k?, k)− κ(k?, k)2 + κ(k?, k)/SNR
, (4.9)

where SNR = α2

σ2 is the signal-to-noise-ratio and

κ(k?, k) = E
{(Y (k∗)− Y (k)

2

)2}
, (4.10)

κ′′(k?, k) = E
{(Y (k∗)− Y (k)

2

)4}
(4.11)

are two versions of confusion coefficients (which generalize that of [FLD12]).
Loosely speaking, the confusion coefficients measure the dependencies between
the prediction of the intermediate states of the secret key k? with any key hypothe-
sis k.

When the SNR is low, then Eq. (4.9) simplifies to

SE ≈ 1

2
min
k 6=k?

κ(k?, k) · SNR. (4.12)

Accordingly, considering the described leakages in Eq. (4.3) one can see from
Eq. (4.10) and (4.11) that the confusion coefficient depends on the particular choice
of the S-box and therefore does SE and SR.

So, the number of measurements q needed in a given scenario to rate the level
of side-channel vulnerability through power consumption attacks, can be directly
derived from Eq. (4.8) and (4.9) or (4.12) in case of higher noise.

4We use the same definition as in [GHR15]: a function f(x) has first order exponent ξ(x) if(
ln f(x)

)
/ξ(x)→ 1 as x→ +∞, in which case we write f(x) ≈ exp ξ(x).

75



Similarity Matrices

Because the attacker always uses patterns in the victims program behavior to carry
out the attack, Demme and al [DMWS12] propose to compute the Side-channel
Vulnerability Factor (SVF, see subsection 4.2.2 p.65), which is the correlation be-
tween ground-truth patterns and attacker observed patterns. Let d1 a distance func-
tion between the victim’s informations, and d2 be a distance function between the
attacker’s observations.

The similarity matrix compares each time step to every other in the sequence
S = S1, S2, . . . , S|S|, where |S| is the length of the sequence, and St is an infor-
mation (resp. an observation) of the victim (resp. the attacker) at time t. Given
the relevant distance d, the coefficients of the similarity matrix M of size |S|2 are
defined by:

M [i, j] =

{
d(Si, Sj) if i > j
0 otherwise

Therefore we obtain the matrix M1 for the victim and the matrix M2 for the
attacker, which are triangular matrices without the diagonal. To not observe a false
(or trivial) correlation we ignore the trivial zeros of these triangular matrices.

The Side-channel Vulnerability Factor is the Pearson correlation coefficient
obtained by comparing one by one the corresponding coefficients of M1 and M2.

Demme and al recommend that microprocessor designers adapt SVF evaluation
methodology to their simulation environments to obtain results for their specific
designs. For instance, one could look at encryption keys on smart cards versus
their power usage variability during encryption. SVF could also be used to find
a correlation between an audio conversation and the size/rate of network packets
observed by an intermediate node in the Skype network.

Notice that SVF analysis assumes that attackers use time-varying information.
If an attacker is able to gain information from single measurements, SVF can-
not capture such leakages. Moreover, since SVF requires the definition of a side-
channel trace, it can be computed only for known (or suspected) side-channels.
However, it can be used to help find new side-channels.

Zhang and al [ZLCL13] claim that side-channel attacks are determined by the
system’s vulnerability as well as the attacker’s abilities. Thus, maximizing the
attacker’s capability is a good way to reveal the system’s vulnerability to side-
channel attacks. Accordingly, they propose to study synchronous attacks and small
time intervals. They also improved SVF measurements by using the gem5 simula-
tor.

Moreover, they emphasize that calculating the correlation between similarity
matrices is unnecessary and may give wrong results since the euclidean distance
removes information of individual elements in the trace. So they propose to use
instead binary values to represent the two traces.

Let k be the number of cache sets. Let ~v1, ~v2, . . . , ~vn be the victim’s execution
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trace, and ~a1,~a2, . . . ,~an be the attacker’s execution trace, such that:

~vi = [vi(1), vi(2), . . . , vi(k)]
~ai = [ai(1), ai(2), . . . , ai(k)]

where vi(j) is 1 if the victim accesses set j at time interval i, or 0 if it does not, and
ai(j) is 1 if the attacker’s access time of set j shows a cache miss at time interval
i, or 0 if it is a cache hit.

Zhang and al simply put these vectors together to form new matrices for the
victim and attacker:

Mv[i, j] = vi(j)
Ma[i, j] = ai(j)

The Cache Side-channel Vulnerability (CSV, see subsection 4.2.2 p.65) is the
Pearson correlation coefficient of these two matrices.

Both SVF and CSV are deterministic and unbiased metrics, since both give
the same value for the same inputs and are not designed to show preference for
one system over another. But Zhang and al provide results of the discrepancies be-
tween expected behavior and SVF measurements for changes in partitioning policy,
eviction policy and indexing policy.

Countermeasures

Brier and al [BCO04] detail some countermeasures, like introducing desynchro-
nization (fake cycles insertion, unstable clocking or random delays) in the exe-
cution of the process, blurring the power traces with additional noise or filtering
circuitry, or dynamically cyphering the data during a process by hardware (such as
bus encryption) or software means (data masking, see below).

Because side-channel attacks rely on the relationship between information leaked
through a side-channel and the secret data, countermeasures fall into two main cat-
egories: eliminate or reduce5 the release of such information, and make the leaked
information uncorrelated to the secret data.

An example of decorrelation technique is blinding. In the case of RSA decryp-
tion, let d be the secret exponent, e the encryption exponent, and m the modulus.
Before computing yd for a given ciphertext y, the system picks an invertible ran-
dom number r, and encrypts it with public exponent e to obtain re. Then, the
decryption is done on y× re to obtain (y× re)d = yd× red = yd× r. Finally, the
system (knowing r) can multiply by r−1 to obtain yd.

A more general countermeasure is masking. Instead of manipulating any sensi-
tive value y directly, to manipulate a set of variables (the “shares") y1, . . . , yd such
that y = y1 ⊕ · · · ⊕ yd (where ⊕ is the XOR operation). An attacker must recover
all the values of the shares to get any meaningful information.

5Such measures must be used cautiously, since even very small correlations can remain and com-
promise security.
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4.3.3 Other Models

Modeling Algorithmic/Cryptographic Strength

The cryptographic strength and the work factor were introduced in subsection 4.2.3
p.66.

From an attacker point of view in the context of encryption schemes, there are
different security models [KL14]. Those models depend on the attacker capability:

Ciphertext-only attack: The attacker just observes a ciphertext (or multiple ci-
phertexts) and attempts to get some information about the corresponding
plaintext (or plaintexts).

Known plaintext attack: The attacker is able to learn plaintext/ciphertext pairs
generated using a certain key. The aim of the adversary is then to deduce in-
formation about the underlying plaintext of some other ciphertext produced
using the same key. Notice that it is possible for all asymmetric encryption
schemes.

Chosen plaintext attack (CPA): The attacker can obtain plaintext/ciphertext pairs
(as for known plaintext attack) of its choice. Notice that it is possible for all
asymmetric encryption schemes.

Chosen ciphertext attack (CCA): The attacker can obtainthe decryption of ci-
phertexts of its choice. The aim of the adversary is then to deduce infor-
mation about the underlying plaintext of some other ciphertext (whose the
attacker is unable to get the decryption directly).

Going into practice, there is an obvious need for cryptographic algorithm com-
parison. The goal being the choice of different option while designing a system.
The appears quite naturally the notion of algorithm strength.

A good example of such exercise is provided in [BBB+16]: Barker in the NIST
special publication gives a first definition of security strength of X bits:

Given a few plaintext blocks and corresponding ciphertext, an algorithm that
can provide X bits of security would, on average, take 2X−1T units of time to
attack, where T is the amount of time that is required to perform one encryption
of a plaintext value and compare the result against the corresponding ciphertext
value.

Notice that the security strength in table 4.1 is measured in bits and is, basi-
cally, a measure of the work needed to discover the key. Moreover, building an
algorithm strength metric definition here merges somehow with modeling an at-
tacker. Actually, the attacker is considered to be a brute force attack performer.

Security Goals

Kumar, Rensink and Stoelinga introduce [KRS18] a formal specification language,
LOCKS, for expressing security goals. LOCKS’ semantic is based on a generic
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Security Strength
Symmetric key
algorithms

FFC
(e.g., DSA, D-H)

IFC
(e.g., RSA)

ECC
(e.g., ECDSA)

<= 80 2TDEA
L=1024,
N=160

k=1024 f=160-223

112 3TDEA
L=2048,
N=224

k=2048 f=224-255

128 AES-128
L=3072,
N=256

k=3072 f=256-383

192 AES-192
L=7680,
N=384

k=7680 f=384-511

256 AES-256
L=15360,
N=512

k=15360 f=512+

Table 4.1: Security strenght comparaison (according to [BBB+16])

attack model which is the structural attack model (SAM). They prove that the most
prominent threat models (attack graphs, attack trees) can be translated into struc-
tures of SAM. So, LOCKS can express security goals using different frameworks.
Furthermore, the most common security goals are identified through a literature
review. A security goal can be to obtain the set of attacks that can be performed
under some resource constraints, or the set of attacks with minimum cost and high-
est probability of success. Those security goals are then formally expressed using
LOCKS.

4.4 Early Investigation

TeamPlay bibliography on security properties is a work in progress. The proposed
measurements have to be refined and it remains to investigate whether or not they
may be probed in the practical use cases. Accordingly, the proposed models are
still a work in progress for now.

4.4.1 Potential Models

Confidentiality properties may be formalized for traces or finer denotational se-
mantics (like failures, or ready sets). The processes may probably be modeled in
any process algebra (CCS, CSP, etc.), depending of the features of interest. In the
chosen process algebra, vulnerability properties against intruders may be investi-
gated, in the hope to reduce the quantification over the family of intruders to only
the statically constructed top-intruder.

Vulnerability can also be quantitatively measured, by using heuristic tech-
niques to compute what an attacker may achieve with several side-channel mea-
surements, and measure with gain functions what benefits s/he can derive from
her/his guesses in different scenarios.

79



4.4.2 Measuring the Side-channel Vulnerability Factor

To practically confirm and fine-tune our security modeling approaches about the
SVF (Side-channel Vulnerability Factor) described in subsection 4.2.2 and 4.3.2,
we utilize the ChipWhisperer side-channel measurement platform [Chi] that we
already had available at INRIA and CNRS..

The usual setup consists of a capture and a target device including the victim.
In our platform we use the CW1200 (ChipWhisperer Pro) as a capture device and
the CW308 UFO as target board plugged currently with an CW308T-XMEGA as
a victim (see Fig. 4.1).

The objective is to assess the metric and to improve our know-how, by experi-
menting with various and accessible architectures, before using it to obtain results
for the TeamPlay project.

In our further evaluation we will deploy the common TeamPlay target STM32F0
(Cortex-M0) as a victim, which is currently being acquired at INRIA. The LEON3
analysis will require more efforts for the connection issues.

Figure 4.1: Practical Measurement Setup

The software for communicating and programming is open-source and avail-
able on Github6. Our first investigations study an implementation of AES-128.
One example measurement data over one encryption is shown in Fig. 4.2.

6https://github.com/newaetech/chipwhisperer
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Figure 4.2: ChipWhisperer Measures

4.4.3 A Better Evaluator

SIC ’s research works consider the following points. Advanced side-channels,
such as higher-order attacks, can be very practical, especially on devices where
the signal-to-noise ratio is high (for instance on software platforms).

However, in such context, there is an asymmetry between the attacker and the
defender. For the attacker, it suffices to build one attack (one distinguisher which
combines samples) to recover the key. From the defender standpoint, there is a
large number of possible combinations to test. Thus, the metric must be broad
enough to capture the risk of the particular attack, while not raising false alarms
and being generic enough.

A similar concern applies when the traces are desynchronized, making auto-
matic application of metrics pointless. Actually, the evaluator shall start by resyn-
chronizing the traces, but this is in contradiction with the fact security metrics
should apply without starting the attack.

Another important perspective is the fair comparison between attack metrics.
Typically, one example is the relative resistance required for side-channel and fault
injection attacks. On the one hand, side-channel attacks are characterized by the
number of traces to break the implementation (which itself relates to the mask-
ing order). On the other hand, fault injection attacks can be characterized by the
number of faults (possibly correlated faults, i.e., happening at specific moments in
time). The two metrics need to be fine-tuned in some countermeasures.

As of today, some countermeasures do not provide flexibility: for instance,
ODSM (Orthogonal Direct Sum Masking [BCC+14]) requires that the two metrics
are the same. In the future, more flexibility will be welcomed, to fix those two
metrics independently.

4.4.4 Tools Development and Experiments

Secure-IC has performed for the Teamplay project some specific investigation on
modeling sensitive data leakage thought side channel (such as power consumption
or electromagnetic field), and more especially everything regarding cryptographic
key. Security modeling and analysis can be performed at an early stage for verifi-
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cation purposes and this without the need of any extra measurement equipment to
perform real Fault injection or Side-Channel modeling analysis on real devices. In
fact, the security modeling on software implementation can be conducted through
different analysis modules according to the general environment of the CPU in-
cluding cache memories, OS and applicative layers (fig. 4.3).

Figure 4.3: Software security modeling nodes and layers

The analysis modules for software security modeling are several. Basically, we
can classify them into static and dynamic analysis as follows:

Static modeling and checking This verification modeling is very important as it
allows building a tree model for the target code and then allows tracking
sensitive variables. This way, the analysis knows when and where the sen-
sitive variable would be used by the code when it will be executed. This
is very useful to study the robustness of the code against timing attacks for
instance. In the context of Teamplay project, we have built a Use Case that
we integrated into our software analysis tool, called CATALYZR. The idea
behind was to start from a naïve software AES C code implementation with
unbalanced Xtime() operation (hold by MixColumn function) as in fig. 4.4.

Figure 4.4: Naive code

Then we run our static analysis on that code. The obtained result, after hav-
ing properly modeled the code, shows that there is a leakage in Xtime()
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operation. In fig. 4.5, some snapshots of the CATALYZR in action.

Figure 4.5: Catalyzr snapshot

Now, it is easy to see the effect of such security modeling by just balancing
the Xtime() operation as in fig. 4.6.

Figure 4.6: Balancing the Xtime() operation

This way, after security correction, the tools does not find any leakage related
to that operation. The code is now secure. For more details about this analy-
sis, we refer the reader to our paper: Detecting cache-timing vulnerabilities
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in post-quantum cryptography algorithm.

Dynamic Side-channel modeling It aims at performing a dynamic security mod-
eling during the execution of the code. The main idea is to interact with the
CPU during the execution of the code and spy its activity (registers, etc).
Then, a leakage trace is built code much like a real Side-channel analysis on
real target using power or EM measurement.

Now it possible to apply basic correlation and mutual information analysis
to evaluate the correlation degree between the real observation (CPU trace
activity which is equal to the combination of registers content) and the theo-
retical model built based on the knowledge of the algorithm.

For this purpose, we put forward a complete Use Case based on the analysis
of public AES c code made available by CHES 2016 conference 7.

The name of the published code is Stagegate. In the following Use Case (au-
tomatically generated report by our CATALYZR tool), we show that through
an early security modeling, the contribution is two folds:

Security modeling for leakage detection After having spied properly the
activity of the CPU registers we build a leakage trace that we map
directly with line of code that is leaking. As a matter of fact, the line
of code here is AES.c 94 which is related to subbyte operation.

Leakage exploitation Here we use a metric to maximize the correlation be-
tween the theoretical model built thanks to our knowledge of the algo-
rithm (AES) and the built leakage trace (the observation).

4.5 Summary and Future Work

In this chapter we gave an overview of the “state of the art” for security properties.
The bibliography work done in INRIA on security has allowed us to propose new
measurements and models for communication properties and side-channel attacks.
This work has to be continued and finalized, so as to converge on security models.

To practically confirm and fine-tune our security modeling approach about the
Side-channel Vulnerability Factor, INRIA is investigating targets similar to the
Cortex-M0 by using our ChipWhisperer side-channel measurement platform. We
will now implement the same for Cortex-M0, which is currently being acquired.

SIC has performed for the TeamPlay project some specific investigation on
modeling sensitive data leakage thought side channel (such as power consumption
or electromagnetic field), and more especially everything regarding cryptographic
key.

Moreover, SIC is working on an evaluator taking into account the asymmetry
between the attacker and the defender, the desynchronization of traces, and fair

7http://ctf.newae.com/flags/

84



(and flexible) comparison between attack metrics (e.g. side-channel, and fault in-
jection).
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Chapter 5

Specificities for the Deep
Learning Use Case

5.1 Introduction

This chapter is devoted to pinpointing the specificities of the deep learning appli-
cations regarding energy, time and security modeling, analysis and optimization.
It describes the efforts that have been carried out so far to investigate the relation
between algorithm coding and energy, time and security aspects, as well as the
impact of data dependency on energy, time and security.

Objectives

The main objectives of the work described in this chapter are the following:

1. Modeling of Energy, Time and Security on blocks of code which are often
used in deep learning applications.

2. Studying dependency of data with Time, Energy and Security in deep learn-
ing applications.

Section 5.2 provides a brief introduction to deep learning and Convolutional
Neural Networks-CNNs, their generic architecture and how their computational
load is bonded to their specific architectural details. Section 5.3 addresses both
chapter’s objectives. To this end, Subsection 5.3.1 corresponds to first objective
by providing an in-depth analysis of the structure of the most basic computing
element of CNNs, the 4-D convolution operator and addresses the need of more
accurate Energy, Time and Security (ETS) modeling of this important operator.
Subsection 5.3.4 introduces the effect of the semantic nature of the input data on the
processing time and energy consumption and how such data-content dependency
to ETS should be investigated. Finally, Section 5.4 summarizes the progress made
so far for the deep learning use case, under task T4.1 and sets future directions.
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5.2 Background

Deep learning was primarily developed as a technique to find meaningful represen-
tations from large collections of data. In order to achieve this, a complex function
of the data is learned using a large sequence of simple functions. These simple
functions, however, are computationally intensive, and the large number of param-
eters associated with them requires extensive memory resources. In that aspect,
deep learning systems are challenging when it comes to achieving low power con-
sumption and fast processing time. I is therefore very important to identify ways
and techniques to make them more efficient.

Although the term deep learning is traditionally used to describe Neural Nets
with more than three layers, nowadays, deep learning involves the use of deep
Convolutional Neural Networks-CNNs for carrying out various image recognition
tasks. CNNs are computationally demanding mathematical structures, involving
convolution operations between large tensors or multiplication of matrices of large
dimensions.

5.2.1 Neural Networks

Artificial Neural Networks, as computational model, are inspired by the way bi-
ological neural networks in the human brain process information. The basic unit
of computation in a neural network is the neuron, often called a node or unit. It
receives input from some other nodes, or from an external source and computes
an output. Each input has an associated weight (w), which is assigned on the ba-
sis of its relative importance to other inputs. The node applies a function to the
weighted sum of its inputs. The idea is that the synaptic strengths (the weights
w) are learnable and control the strength of influence and its direction: excitory
(positive weight) or inhibitory (negative weight) of one neuron on another. The
basic processing element of a Full Connected NN (FC-NN) and at the same time
the simplest feed-forward Neural Network in the sense that does not contain any
hidden layer, which means it only consists of a single layer of output nodes, is the
Single-layer Perceptron (Fig. 5.1). Interconnection of single neurons constitute the
multilayer ANNs or multilayer Perceptons (MLPs) (Fig. 5.2). This class of net-
works consists of multiple layers of computational units, usually interconnected
in a feed-forward way. Each neuron in one layer has directed connections to the
neurons of the subsequent layer. In many applications the units of these networks
apply a sigmoid function as an activation function. MLP are more useful because
they are able to learn non-linear representations (most of the data in the application
domains is not linearly separable).
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Figure 5.1: A basic neuron

Figure 5.2: A Full Connected NN (MLP)

5.2.2 Convolutional Neural Networks

A Convolutional Neural Network - CNN (Fig 5.3) consists, in general, of a num-
ber of convolutional and sub-sampling layers occasionally followed by a fully con-
nected neural network layer.

The input to a convolutional network is an image of size m×m× r where m
is the height and width of the input image and r is the number of channels, e.g. an
RGB image has r = 3.

The next stages follow a number of convolutional layers. A convolutional
layer will have kfi filters, or kernels, of size n× n× q where n is smaller than the
dimension of the image, i is the number of the layer and q can either be the same
as the number of channels r or smaller and may vary for each kernel. Each of these
filters is represented by a 4-D matrix (or tensor) of size kfi×n×n× q. Each filter
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performs the following mathematical operation known as convolution:

yi′j′k′ =
∑
ijk

wijkk′xi+i′,j+j′,k (5.1)

The size of the filters gives rise to the locally connected structure which is then
convolved with the image to produce kfi feature maps of size either m × m or
smaller.

Each map is then subsampled, typically with mean or max pooling over p× p
contiguous regions. This is an average or max operation over p × p numbers to
produce the total average or to find the maximum of those numbers, and results in
a smaller feature map which is p2 times smaller.

Figure 5.3: A traditional CNN architecture

Directly after the convolutions an additive bias and non-linearity (sigmoidal,
hyperbolic tangent etc.) or a rectified linear unit (RELU, leaky RELU etc) is applied
to each feature map. After a number L of convolutional layers there may be any
number of fully connected layers. These densely-connected layers are identical to
the layers in a standard fully connected multilayer neural network.
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The output of such a network is a vector of numbers, from which the probability
that a specific input image belongs to the specific class (e.g. the face of a specific
person) can be inferred. For that reason, the output layer of the CNN is usually
a “softmax” layer which maps the network output vector to class probabilities.
But the required type of output should be a single binary decision for the specific
image (e.g. is it this specific person). This requires that the output correspond to
a specific class to be ‘1’ and for all the other classes to be ‘0’. This is achieved
through thresholding on class probabilities: Each output takes the value ‘0’ if it is
smaller than a threshold and ‘1’ otherwise.

Each convolutional network is defined by its architectural details (e.g. size
and number of convolutional kernels, number and kind of pooling units, and con-
nectivity between convolutional layers), as well as its parameters which are the
coefficients of the convolutional kernels and the values of biases.

A CNN comprised by more than three layers is named a deep-learning net-
work, and normally the inference accuracy of a CNN increases as the CNN gets
deeper. The accuracy obtained by deep architectures on image classification and
object detection tasks has proved that depth of representation is indeed the key to
a successful implementation.

The number of coefficients required to describe a CNN is directly related to
its architecture as defined above: More convolutional layers, means more param-
eters. Therefore, apart from the required computational complexity, another basic
downside of the deep learning CNN architectures is that they require hundreds of
MBytes in coefficients for the convolutional kernels to operate. Such requirements
can render the embedded implementation of similar networks rather prohibitive,
since these coefficients are associated with a large number of memory loads and
stores.

As it is evident form the above, CNNs are processing structures involving
the subsequent 4-D convolution of a data volume with a number of matrices (fil-
ters). The mathematical operations associated with these convolutions constitute
the main volume of the processing load of a CNN.

Another way for implementing CNNs is the transformation of these operations
to a general matrix multiplication operation (GeMM): the individual data structures
are transformed in a certain way (Fig. 5.4) and then a GeMM operation is taking
place.

5.3 Early Investigation

5.3.1 Computing Elements

As it is evident from the above, CNNs are processing structures involving the sub-
sequent convolution of a data volume with a number of matrices (filters). The
mathematical operations associated with these convolutions, constitute the main
volume of the processing load of a CNN. Consequently we need to focus on those
operations, as primary and important operations for the optimal implementation of
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Figure 5.4: Application of GeMM approach in CNNs.

CNNs. This raises the issue of modeling these important operations as blocks-of-
instructions targeting more accurate Energy, Time and Security (ETS) modeling.
Such an approach could help to leverage the ETS modeling from the Instructions
Set Architecture (ISA) (-“compiler-space”) of the complete CNN structures, to it’s
Computing Elements (-“design-space”), modeling this way operations like convo-
lution, specialized matrix multiplication etc. This ETS modeling leverage can be
proved quite useful for fast ETS modeling/analysis and prediction of different CNN
models, as far as they utilize the modeled Computing Elements.

5.3.2 4-D Convolution element

By focusing on the most important Computing Element of CNNs, the 4-D convo-
lution operation, there is an interest on how TeamPlay’s ETS models can be used
with a plain-C non-optimal 4-D convolution algorithm, designed for CNNs, that is
an algorithm which implements Equation 5.1 in it’s simplest implementation, i.e.
an implementation with nested for-loops. The interest for this kind of implemen-
tation emanates from the expected re-usability of small blocks of ISA instructions.
Also, it can provide a baseline of ETS modeling before any further optimization.
Furthermore on such a simple nested for-loops algorithm, different modifications
can be checked - as far as it concerns it’s ETS performance - like the data type,
casting operations (widening/narrow), ordering of the loops, etc.

Graphically, an example of a 4-D convolution is depicted in Figure 5.5, where
the input data volume has 32×32×3 dimensions, and there are 32 filters (kernels)
each one having 3-D dimensions of 5 × 5 × 3. The convolution of the input data
volume with each of the kernels is producing one 2-D result; thus convolution with
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all kernels is producing a new 3-D data volume. Furthermore in the code listing 5.1
a very simple C implementation with multiple for-loops is provided as an example.
This code is referring to convolutions with input data zero-padding equal to the
kernel’s corresponding spatial dimensions minus 1 (i.e. for kernels of size 3 × 3
input is supposed to be zero-padded with 2 rows/columns in each side).

Figure 5.5: A graphical example of CNN convolution.

Optimization of 4-D Convolution element

Algorithms that are implemented using multi-nested for-loops, as the one that is
shown in the code listing 5.1, are particularly inefficient in terms of ETS. The in-
efficiency of such code arises mostly from the cache-un-friendly read/write data
accesses throughout the usage of non-contiguous indexed memory addresses. An-
other reason for the non efficient Energy and Time processing is the increased num-
ber of for-loops counter variables which require unnecessary register resources and
further processing with comparison operations (see Fig. 5.4).

To this end, the problems on the 4-D convolution can be solved with other
algorithmic approaches. The most common among them is the Im2Col+GeMM
approach which is referred to below.

Im2Col + GeMM

This algorithmic approach consists of two cascaded algorithms:

• The first algorithm named im2col (image 2 columns), or im2row (image
2 rows) in some cases, replicates and reorganises the input data in such a
way that the 4-D convolution can be applied through a matrix multiplication
scheme.

• The second algorithm, named GeMM (General Matrix Multiplication), con-
sists of a well-studied mathematical problem that can be implemented using
various techniques and parameters in such a way as to optimise at least the
required processing time.
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int very_simple_conv(
int16_t* inp, // input data pointer
int16_t* wght, // weights of kernels data pointer
int16_t* bias, // bias values of kernels
int16_t* out, // output data pointer
const int W, // input Width
const int H, // input Height
const int C, // input Channels
const int Kw, // Kernel Width
const int Kh, // Kernel Height
const int K // Number of Kernels

) {
// Take into consideration the zero-padding for input.
// Zero-Padding must have been applied before to input data.
const int IW = W + (Kw-1);
const int IH = H + (Kh-1);
for (int ki = 0; ki < K; ki++ ) { // Do for every Kernel ...
const int16_t k_bias = bias[ki]; // Get Kernel’s Bias value
// Do for every output position ...
for (int iy = 0; iy < H; iy++) {

for (int ix = 0; ix < W; ix++) {
int16_t sum = 0; // Initialize accumulate value.
for (int kc = 0; kc < C; kc++) { // Do for every kernel’s channel
int16_t* pin = &inp[kc*IW*IH + iy*IW + ix];
int16_t* pwg = &wght[ki*C*Kw*Kh + kc*Kw*Kh];
for (int ky = 0; ky < Kh; ky++)

for (int kx = 0; kx < Kw; kx++)
sum += pin[ky*IW + kx] * pwg[ky*Kw + kx];

}
out[ki*W*H + iy*W + ix] = sum + k_bias;

}
}

}
return 0;

}

Listing 5.1: Simple C code for a 4-D convolution of int16_t data format, with
zero-padding equal to kernel’s size - 1.

A graphical description of the usage of these two algorithms is provided in
Figure 5.6. How different implementations of im2col and GeMM impact on Energy
and Security is an open research question to be addressed as part of future work in
TeamPlay.

5.3.3 Fully Connected element

Another important Computing Element of CNNs, is the Fully Connected element.
This element is usually placed, one or more times, after a number of Convolutional
elements in a CNN. It takes one 1-D input of data, a number of Weights and Bias
data, and produces one 1-D output. The Fully Connected element can be imple-
mented as a Vector by Matrix multiplication algorithm which is actually a special
case of the GeMM algorithm. A graphical example of such an algorithm is pro-
vided in Figure 5.7. In cases where a Fully Connected layer is following after a
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Figure 5.6: Graphical representation of the Im2Col + GeMM algorithm

Convolution layer, the data volume of the Convolution layer, is just interpreted as
one dimensional vector for the input of the fully connected layer.

Figure 5.7: Graphical representation of Vector by Matrix multiplication for Fully
Connected layers

5.3.4 Data Dependency of Energy, Time and Security in Computer
Vision and Deep Learning Applications

In deep learning, there are specific "brain inspired” techniques and CNN variants,
where the processing load is dependent on the data. Different data input patterns
(e.g. different images) feature a different processing load depending on their con-
tent, category etc. This, of course, is expected to affect the processing time and
also the required energy consumption.

However, with energy, the dependency on the data seems to be more fundamen-
tal. It has been shown that energy consumption depends on the variability of the
processed data [KE15, MKE18]. Thus, variable data (e.g. white noise) can cause
a large number of bit-flips, corresponding to an increase of the dynamic energy
required by the underlying circuitry in order to process the data.

In computer vision, the data inputs are images and each image is characterized
by a set of features that could be related to the variability of data, such as tex-
ture, etc. Furthermore, images with similar content, are expected to contain similar
features, and this in turn could mean a similar processing energy consumption for
similar images. An image-content dependency of consumed energy during pro-
cessing, will of course reflect also on the electric current drawn by the processing
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Figure 5.8: The ImageNet hierarchy. Some paths in the hierarchy with their repre-
sentative images

devices, making the overall system vulnerable to attacks and thus influencing the
overall security level.

In order to study the dependency of ETS on the image content, we will use
the ImageNet database (http://www.image-net.org). It contains several millions of
images, organised in various semantic categories, as dictated by the English nouns
hierarchy organised in WordNet (https://wordnet.princeton.edu/). An example of
such hierarchy is depicted in Figure 5.8.

In the following months, a thorough investigation of processing time and en-
ergy consumption will be carried out for specific image processing and deep-
learning tasks.

5.4 Summary and Future Work

In this chapter the specificities of ETS in deep learning have been considered. It is
evident that, in this area, the computation time as well as the energy and security
are tightly connected to the way a specific algorithm is implemented. Thus, any
implementation should not be considered just as a set of instructions, but rather as a
specific block of instructions, making the modeling more meaningful and accurate.
Currently, the efforts are focusing on the identification of such important blocks
of code, as well as the parameterization of those blocks and their dependency on
specific platforms.
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Another topic that has been identified is the ETS dependence on input data.
In deep learning (computer vision) it is known that at least in some algorithms
(i.e. parsimonious inference [TPKF17]) the processing time is dependent on the
data, i.e. different images feature a different processing time depending on their
content/category etc. So, it is reasonable to assume that these algorithms will also
demonstrate an energy dependency of some kind. However, with energy, the de-
pendency on the data seems to be more fundamental, since it is known that the
variability of data has consequences on the energy consumption, even when the
processing time remains constant. To test this, it is planned to experiment with the
ImageNet database, which contains some millions of images, organized in various
categories. It would be important to establish whether it is possible to assign certain
levels of energy consumption for a specific algorithm to specific image categories.
This would also have important implications on security.

The next steps for the deep-learning use-case specificities under task T4.1 are:

• Identification of important, deep learning related, blocks of code through
profiling of time and energy.

• Investigation of the relation between ETS and algorithm coding using the
identified blocks of code.

• Investigation of the energy and time dependence on input data, and the im-
plications on security.
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Chapter 6

Conclusion

This deliverable reports on all the activities performed for execution time, energy
consumption and security modeling under task T4.1 “Energy Usage, Time and Se-
curity Modeling (Predictable Architectures)” up until the end of M9 of TeamPlay.
The work done is reported in three chapters with Chapter 2, Chapter 3, Chapter 4
covering the execution time, the energy consumption, and the security modeling as-
pects for the predictable architectures selected in this project, respectively. Finally,
Chapter 5 provides the details of a use-case driven approach to investigate the rela-
tionship between algorithm coding for deep-learning techniques and energy, time
and security aspects, as well as the impact of data dependency on energy, time and
security.

In summary, at the end of M9 we delivered frameworks for energy consumption
measurements and analysis, an initial energy consumption and an execution time
model for the ARM Cortex-M0 processor, an execution time model for the LEON3
single-core configuration, a thorough investigation of potential approaches for en-
ergy modeling the LEON3 single-core processor, and an extensive investigation
on suitable and promising security modeling techniques. Furthermore, we have
established the interactions between our energy models and our analysis and com-
pilation tools, and we introduced a new energy measurement setup to validate the
one currently used.

Future work will enhance our existing ARM Cortex-M0 energy modeling to en-
able worst-case energy consumption approximations, and to account for RAM and
FLASH energy consumption variance, which, if established and considered signif-
icant, will open up optimization opportunities for energy-aware compilation. We
will also perform the activities identified in this deliverable as necessary to achieve
the energy modeling of the LEON3 processor and the security modeling of the pre-
dictable architectures. Data that will be collected from the deep-learning use cases
will further guide our modeling approaches to consider higher levels of abstrac-
tion, such as algorithms and data patterns. Finally, we will proceed with modeling
the ARM Cortex-A15 processor and GPU, which, due to their non-predictable na-
ture, it will require dynamic modeling techniques, potentially at higher abstraction
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levels.
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